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PREFACE 

 

This research has investigated the principal risks and benefits of using cloud computing by enterprises 

concerning security and cost using qualitative and quantitative methods. Unlike previous research, it also 

finds the risks of cost and security advantages and represents how enterprises need to consider. It explores a 

possible chance of cloud computing for enterprises and the challenges when moving to the cloud 

environment.  

This thesis's difficulties are that it conducts two types of surveys, which are interview survey and 

questionnaire survey. Running two kinds of surveys needs considerable effort and time to arrange and 

schedule the interviews and questionnaires. I would like to thanks my supervisor Dr. Asaf Varol and 

appreciate him for his support, without him, this work could not be achieved. 

Cloud computing has come into view to represent a prominent object in the business market for 

enterprises. Recently, cloud computing has a significant impact on IT technology, business corporates, and 

other organizations. Thus, conducting this kind of research supports enterprises to survive from all the IT 

obstacles and move forward to develop their businesses, especially in developing countries. Moreover, cloud 

computing plays a leading role in reducing the organization cost related to IT, operations, and administration. 

This research helps enterprises identify the opportunities and provide recommendations on how to move into 

the cloud. This study motivates enterprises, especially in developing countries. 

 

 

 

Ahmed Abdulfatah ABDLRAZAQ 

ELAZIG, 2020 
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ABSTRACT 

Dummy 

Cloud Computing Challenges And Its Effects On Enterprises With Regard to 

Security And Cost 
 

Ahmed Abdulfatah ABDLRAZAQ 

 

Master's Thesis 
 

FIRAT UNIVERSITY 
Graduate School of Natural and Applied Sciences 

Department of Software Engineering 

      

December 2020,   Page: [Select Number] + 001 
 

 

Cloud computing technology has acquired a massive vogue in the business technology area over the 

years. It has offered many services, features, and benefits to the enterprises to utilize cloud computing instead 

of on-premise computing resources. However, many challenges affect enterprises to adopt cloud computing. 

Yet, some enterprises still have issues related to implementing cloud services and using this new technology. 

The primary concerns are cost advantages and security risks that directly affect enterprises to migrate into 

cloud computing. Through conducting two types of surveys (interview, questionnaire) and using quantitative 

and qualitative methods by collecting the data from IT experts, this research has discovered the major security 

and cost challenges that affect the enterprises. Moreover, an effort has been made to analyze the best cloud 

deployment and service models that suit all enterprises' types. Different from the previous studies, this 

research discovered the security advantages and the cost disadvantages. The cost-benefit is the main 

challenge that leads enterprises to migrate into the cloud, while the security risk is the primary concern. 

Besides, the main cost risk is the pricing model and the lack of skilled cloud resources. The main security 

advantage is that cloud providers offer the best security practices that require unattainable experience to be 

availed on-premise environment. The cloud deployment model is selected based on serval factors such as 

cost, company strategy, current challenges, and future roadmap. Small and medium enterprises are very suited 

to the public cloud model. In contrast, large enterprises always favor the private cloud due to security and the 

hybrid cloud because of the flexibility and combination of operation savings and risk balance. Finally, this 

research has discovered the main challenges, concerns, services related to cloud computing and highlighted 

the issues and suggestions to mitigate the indicated risks related to the security and cost before migrating into 

cloud computing. 

 

Keywords: Cloud Computing, SaaS, PaaS, IaaS 
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Bulut bilişim teknolojisi, yıllar içinde iş teknolojisi alanında çok büyük önem kazanmıştır. Şirket içi 

bilgi işlem kaynakları yerine, bulut bilişimden yararlanmaları için işletmelere birçok hizmet, özellik ve 

avantaj sunulmuştur. Ancak, işletmelerin bulut bilişimi benimsemelerini etkileyen birçok zorluk 

bulunmaktadır. Yine de, bazı işletmelerin bulut hizmetlerinin nasıl uygulanacağı ve bu yeni teknolojilerin 

kullanılmasıyla ilgili hala kaygıları bulunmaktadır. İşletmelerin bulut bilişime geçmesi üzerinde doğrudan 

etkisi olan maliyet avantajları ve güvenlik riskleri en başta gelen kaygılardır. İki tür anket (görüşme-mülakat), 

soru anketi) gerçekleştirerek ve bilişim teknoloji uzmanlarından veri toplayıp nicel ve nitel yöntemler 

kullanılarak, işletmeleri etkileyen başlıca güvenlik ve maliyet zorlukları ortaya çıkarılmıştır. Ayrıca, her tür 

işletmeye uygun en iyi bulut dağıtım ve hizmet sunma modelini analiz etmek için çaba gösterilmiştir. Önceki 

çalışmalardan farklı olarak, bu araştırmada güvenlik avantajları ve maliyet dezavantajları ortaya 

konulmuştur. Maliyet avantajı, işletmelerin buluta geçmesine temel nedendir ve güvenlik riski sebebiyle 

öncelikli sorun kaynağıdır. Ayrıca, ana maliyet riski, fiyatlandırma modeli ve vasıflı bulut bilişim 

kaynaklarının eksikliğidir. Temel güvenlik avantajı, bulut sağlayıcılarının şirket içi ortamda yararlanılması 

için, ulaşılamaz bir deneyim gerektiren en iyi güvenlik uygulamalarını sunmasıdır. Bulut dağıtım modeli; 

maliyet, şirket stratejisi, mevcut zorluklar ve gelecekteki yol haritası gibi çeşitli faktörlere göre seçilir. Küçük 

ve orta ölçekli işletmeler, genel bulut modeline çok uygundur. Buna karşın büyük kuruluşlar her zaman 

güvenlik nedeniyle özel bulutu ve bazen işletme tasarrufları, risk dengesinin esnekliği ve kombinasyonu 

nedeniyle hibrit bulutu tercih ederler. Son olarak, bu araştırma, bulut bilişimle ilgili temel zorlukları, 

endişeleri, hizmetleri ortaya koymuş ve bulut bilişime geçmeden önce güvenlik ve maliyetle ilgili belirtilen 

riskleri azaltmak için sorunlara ve önerilere vurgu yapılmıştır. 

 

Anahtar Kelimeler: Bulut Bilişim, SaaS, PaaS, IaaS 
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1. INTRODUCTION 

Cloud computing is one of the significant promising IT innovations within the technology 

market today. It is very attractive and recommended to organizations due to the potential that they 

bring about increased efficiency and value savings. It initiates a fundamental shift within the way 

organizations are supplied with computing resources. Cloud computing comprises providing 

several forms of services through the internet; consumers are eligible to have access from any 

computers by just having internet access [1]. 

This technology is developing and growing very quickly. In reference to the research firm 

IDC, in 2020, the size of the public cloud services in the market is expected to reach approximately 

$ 266.4 billion. The market revenue by 2022 is expected to exceed $ 350 billion [2]. 

Many IT operators like Google, Amazon, Microsoft Azure, and IBM cloud providers are 

developing and delivering cloud services. Cloud computing has changed the way organizations use 

computers and the internet. This alteration relates primarily to how information is stored and 

applications used. In cloud computing, data is stored within the "cloud" rather than desktop 

computers. It provides users with access to their data, documents, and applications after connecting 

to the web. Users are no longer need their desktop computers, and it is easier for them to collaborate 

from different locations [1]. 

Referring to the cloud security alliance, more than 70 percent of business enterprises in the 

entire world are utilizing cloud computing, at least partially.  The reasons are saving costs, 

upgrading software, availability, flexibility, daily operation, maintenance, etc. However, cloud 

computing has a security issue, and security is the primary concern by enterprises as it affects their 

confidential data [3]. 

The consumers usually do not have an issue with uploading the data to the internet. 

Occasionally, they are willing to do that, as they need to publish their data over the internet, such 

as sharing their videos, photos, or writing any personal information. However, this may create 

problems since they need to ensure that their confidential data are safe and secure. After developing 

this new technology that has come out arising on the internet, IT's efficiency increased gradually. 

Moreover, the IT cost reduced and made this technology fascinating. Due to the compression to cut 

off the cost, enterprises are thinking to migrate into the cloud if they are not already using it. 

Nevertheless, when considering security, enterprises are still worried about their data while using 

cloud services due to the complexity of their architecture and its concept [4].  

Organizations aim to cut back their computing costs. Many of them started to do this by 

integrating IT operations and implementing virtualization technology, which improves the server's 

ability to store and process data by hosting servers in their workplace. With cloud computing, 

organizations can further reduce costs by improving the utilization and reducing infrastructure and 
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administration costs and faster deployment cycles. It provides them with excellent availability, 

virtualization, and dynamic resource groups [4]. 

This thesis discusses the main challenges of cloud computing that affect enterprises to 

adopt cloud computing in terms of security and cost. The cost-benefit is the primary concern that 

lets enterprises think about cloud services. It reduces the cost and other expenses such as hardware, 

maintenance, operation, and others. Moreover, the security risk is the primary concern for 

enterprises before migrating into cloud computing. This thesis has collected empirical data to 

analyze the main problems related to the cost and security to meet the thesis objective by conducting 

a survey. Cloud computing allows enterprises to use their services and software in an efficient way 

[5]. 

Many enterprises have started building their public cloud in cloud computing. It means 

they have already started the investment, which incorporates Amazon, Google, MS Azure, and 

other cloud providers. Those providers are usually launching their new features and latest updates 

on their services offering for the enterprises. As an instance, amazon web services launched a 

middle associated with security and price on their website to make a community to advise about 

the present issues. It demonstrates that there are still plenty of problems regarding the cost and 

security of cloud computing; this is why there is always the requirement to research cloud 

computing issues [6]. 

For SMB enterprises, it is essential to broadcast the precise value and many features of 

cloud computing. Especially for large enterprises, since their infrastructure is very complex, they 

have to indicate and present the cloud's value instead of just being a platform and delivering simple 

tasks like running demo products or small applications. Thus, the risks and problems with migrating 

systems to the cloud and fulfilling most stakeholders' necessity. The stakeholders cover technical, 

operations, projects, and engineers who are developing and supporting the isolated systems. The 

cost and security factors are essential for enterprises; however, other things require consideration 

like customer relationships, public image, flexibility, business continuity, and compliance [7].  

The following subsections are presented to show the thesis problems, the thesis's aim, and 

its objectives. Also, it includes the research questions and thesis organization. The next chapter, 

which is chapter two, contains a comprehensive literature review to understand the existing 

research, discussed cloud computing related to security and cost influence on enterprises. 
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1.1.   Research Problem 

 The main problem is that there are some enterprises do not have enough comprehension on 

how to implement and use cloud computing in an efficient way due to the existing ambiguity related 

to the cost models and security impacts. There are some significant challenges that need to be 

highlighted. For that reason, the potential is made to discover the challenges that affect enterprises. 

For instance, some enterprises need to process a large amount of information data or need to do 

some complex operations. In both cases, they need many IT resources for this type of operation and 

maintenance. Migration into the cloud supporting the enterprises to survive from the IT resource 

and management, and administrative cost. However, there are some challenges that make problems 

to enterprises when using cloud computing. This study highlights the challenges, concerns, and 

risks. The most common concerns are security and cost. In developing countries mainly, this 

technology is new; thus, enterprises do not have enough information on how to migrate into the 

cloud. By highlighting the problems and providing solutions, it helps the enterprises to think about 

the cloud and choose the best deployment and service models [8]. 

 

1.2.   Research Aim 

This research has investigated the principal risks and benefits of using cloud computing by 

enterprises with regard to security and cost by using qualitative and quantitative methods. Different 

from previous researches, it also finds the risks of cost and security advantages and represents how 

enterprises need to take into consideration. It explores a possible chance of cloud computing for 

enterprises and the challenges when moving to the cloud environment. The objective of this 

research is to clarify the cost advantages and security risks so the enterprises can make a decision 

on how to go with the cloud, considering which deployment model and service delivery fit them. 

In addition, to support the enterprises on how to implement and manage their system [9]. The 

outcome is based on the empirical data composed of the survey (questionnaires, interviews) with 

related IT experts in a different area, so as a result, to be reliable. I have concluded the main 

objective of this research as the following: 

 To introduce cloud computing in detail and its components, deployment model, service 

delivery. 

 Identify the main cost advantages and security risks. 

 To discover cloud computing advantages for enterprises. 

 This research tackles the top challenges for cloud computing, then discussing them and 

presenting data analysis to have a clear vision of cloud computing technology and its effect 

on enterprises.  
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 To demonstrate the effectiveness of cloud computing on enterprises for the present and 

future. 

 

1.3.   Research Questions 

In the role of cloud computing technology that is the most IT innovation in recent years, the 

author has conducted a survey on the cloud computing challenges and its effect on enterprises, 

concerning the most critical challenges, which are cost benefits and security risks. This study 

discusses cloud computing's influence on the different types of enterprises concerning cost and 

security challenges [10]. Consequently, this research aims to present a deep understanding of the 

problems and give a share to the cloud computing environment. The conducted survey seeks to 

answer the following research questions: 

 

1- What are the comprehended advantages and disadvantages related to cost and security for 

enterprises to acquire cloud computing? 

2- What is the best cloud deployment and service models for the enterprises considering the 

size of the enterprises (small, medium, large)? 

 

1.4.   Methodology 

 

The requirement of this research is to discover the related ideas on how cloud computing 

affects enterprises. Therefore, a qualitative and quantitative perspective is used in this research. It 

reviews the existing studies by collecting empirical data from the interviews and questionnaires. 

The initial references used in this research are literature, books, articles, websites, and journals. The 

interviews conducted with IT experts from several companies using cloud computing [11]. 

The empirical methods applied in this study are the interviews and questionnaires, to validate 

and analyze the theoretical feedback related to the major challenges of cloud computing and to 

define the best deployment and service models [12]. Conducting technical interviews with IT 

experts working in cloud providers to have a clear view of how consumers or enterprises get benefit 

from cloud technology. Through the empirical data and using both qualitative and quantitative 

methods, this research inspects the entire risks and benefits of using cloud computing by enterprises 

concentrating the cost and security. Good planning for designing the survey is desirable that 

measures what you want and do it consistently. Based on the empirical data collected from the 
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surveys, the result has been analyzed and presented in chapter five; the following are the conducted 

survey type: 

• Interview. 

• Questionnaire. 

Customize and collecting statistical survey results presented by tables, graphs, and charts. For 

analyzing the data, SPSS software is used to analyze the data from respondents. For the data 

validity, the interviews have been conducted with IT experts in a different country so that the result 

will be more reliable [12]. 

 

1.5.   Thesis Structure 

 

 The structure of this thesis organized as following: 

Chapter I:  The introduction part is presented, and the essential cloud computing is introduced. 

Chapter II: Presents the literature review of this research, including the definition of cloud 

computing, then the background of cloud computing. Moreover, the advantages and disadvantages 

of cloud computing related to the cost and security concerns of the enterprises addressed according 

to the existing researches. 

Chapter III: This chapter is dedicated to the theoretical baseline of cloud computing, including 

the architecture of the cloud, deployment models, service models, characteristics, and challenges. 

Chapter IV: Presents the methodology followed by this thesis to conduct the research work. 

Chapter V: Provides the experimental results of the completed survey. 

Chapter VI: Presents the conclusions and recommendations for future work. 

 

1.6.   Motivation 

Cloud computing has come into view to represent a prominent object in the business market 

for enterprises. Recently, cloud computing has a huge impact on IT technology, business 

corporates, and other organizations. Thus, conducting this kind of research supports enterprises to 

survive from all the IT obstacles and move forward to develop their businesses, especially in 

developing countries. Moreover, cloud computing plays a leading role in reducing the organization 

cost related to IT, operations, and administration. The outcome of this research helps small and 

medium enterprises by identifying the opportunities and providing recommendations on how to 

move into the cloud; this study motivates the enterprises, especially in developing countries. 

 



2. LITERATURE REVIEW 

In this chapter, a comprehensive overview of related literature is given to set the scene for 

the remaining parts of the research described in this thesis. To have a clear view and realize the 

influences of cloud computing on enterprises regarding cost and security, it is a prerequisite to 

concluding the definition of cloud computing. This chapter firstly displays background information 

about cloud computing based on earlier studies and the definition of cloud computing. Then, it 

reviews the extant researches related to the cost and security aspect of cloud computing; these 

sections focus on reviewing the cost benefits and security risks.  

 

2.1.   Definitions of Cloud Computing 

 

There are many definitions of cloud computing; thus, experts and organizations have tried 

to explain cloud computing in different ways. After the evolution of cloud computing, numerous 

researchers have stated definitions attempting to emphasize and explain what exactly it is. Yet, 

there is no comprehensive definition that awards an absolute realization of the nature of this new 

technology. All these definitions are existing because the researchers did their studies in several 

fields, such as business, education, etc. The ultimate matter in defining cloud computing is the 

paradigm of cloud computing and explaining the cloud in an acceptable way. There is a famous 

and well-known definition that developed by the National Institute of Standards and Technology:  

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network 

access to a shared pool of configurable computing resources (e.g., network, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal management 

effort or service provider interaction.” [13]. 

The above definition demonstrates with clarity cloud computing. It addresses the main 

features and characteristics and collects all the advanced definitions between many illustrations of 

the phenomenon. Cloud computing is distinguished by numerous unique features, models, and 

deployment. Cloud computing is performing a distributed system that provides many services by 

IT infrastructure. The domain of these services is a single application to the entire infrastructure 

and virtual computers, numerous operating systems, and storage volumes. It covered a service-

oriented design and decreased the technology expense for the end-user or enterprises, considerable 

flexibility, and minimizing the overall cost, based on request services and a lot of others. All the 

services provided by cloud computing obtained through an internet connection; thus, the cloud term 
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has been used [14]. In the below Figure 2.1, the NIST definition of cloud computing is presented 

[13]: 

 

 

 Figure 2.1. Cloud Computing Definition by NIST 

 

The IEEE defines cloud computing as “A paradigm in which information is permanently 

stored in servers on the internet and cached temporarily on clients” [15]. 

 

Jointly, the deployment and delivery models have an impact on different levels of user`s 

control through cloud resources, data, cost, and security. This depends on the enterprise's strategy 

and how they deal with security issues. Thus, consumers or enterprises focusing on proceeding into 

cloud computing, they should clearly have an understanding of the cloud models, cloud cost, and 

security. Furthermore, enterprises need to consider the benefits and risks of cloud computing related 

to the cost and security side; this subject is already highlighted in the coming sections. Cloud 

computing is a computational model that depends on the utilization of the resources, hardware, and 

applications presented by the internet based on the request [13]. 
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2.2.   Background 

 

Cloud computing is the new evolution of the IT environment that provision computer 

resources and the infrastructure as a service. The winning of a company when using the cloud 

depends on significant features like comprehensible management, decreasing the costs, and speed 

up the processes and procedures. Cloud computing technology is performed by various deployment 

and services according to the huge amount of designs. Enterprises are using the cloud to switch 

from the current running infrastructure to the functional dynamic environment. When enterprises 

take over cloud computing, their business performance is accomplished with less difficulty and 

more efficiency. Cloud computing provides so many features for enterprises and consumers as they 

can get it very easily [16]. 

The cloud-computing model is not a new idea; it has developed over many stages, including 

utility and grid computing and services like application. Moreover, the concept of computer utility 

was so common in the 1960s, and then evolutions and development in computer technology result 

in having an advanced computing environment. Designing and implementing the internet was a 

major step in cloud computing; whenever technology developed, then various models deliver into 

the IT environment as a service. Thus, the cloud advert to a combination of offered services over 

the internet, used by consumers or enterprises. Cloud computing provides a better elastic model for 

companies and individuals than the classic computer. A single cloud user usually uses SaaS, such 

as e-mail services, google, and other network applications. PaaS and IaaS services are commonly 

used based on the business needs of companies or organizations [16]. 

In most cases, cloud computing offers ascendable resources as a service through the 

internet. Usually, the cloud is applied to slashing the operational expenses and supply economic 

expansion. This has happened in a real example, but still, there are some challenges by the cloud, 

and these challenges are described in the next chapter as an investigation for an organization or 

consumer. Although cloud computing has many benefits, it has many risks, and one of the most 

critical issues is the security that many researchers highlighted this issue; this topic is explained 

briefly in the coming chapters [17]. 

Commonly, the data of the client or organization are stocked in data centers. In fact, the 

datacenters intended in which location the data should be put in-store; usually, it is on the 

centralized place holding vast amounts of data storage. The critical data are processed by the cloud 

providers, and processing data are done through the servers. For that reason, the customer has to 

trust the cloud providers related to security. To make this visible, there is an agreement called SLA 

(Service Legal Agreement) that needs to be signed between both the customer and the cloud 
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provider in order to earn the trust over this agreement, and the SLA has to be compatible, and the 

providers must give guarantee to their customers. In the circumstances of the cloud, the security 

count on the security levels of the cloud, and the cloud concept rising to modify computing in the 

future by offering numerous advantages. To achieve this, there is no blocking point except for the 

security matter [18]. 

According to the market today and reference to the existing researches, there are four types 

of cloud deployment model that provided by the cloud service providers such as Amazon, MS 

Azure, Google, and others [13]. These models are presented in the following: 

 Public Cloud 

 Private Cloud 

 Community Cloud 

 Hybrid Cloud 

Cloud computing services are provided over the virtualized resource called virtual 

machines (VM), which is a combination of physical devices along with using software to present 

magnificent adaptability to the clients jointly with some other features. Moreover, cloud computing 

has three main services; the scenarios are [19]:  

 Infrastructure as a Service (IaaS) 

 Platform as a Service (PaaS) 

 Software as a Service (SaaS) 

In this research, cloud deployment and service delivery models are discussed in the next 

chapter in detail. Public cloud always available to public users, cloud providers such as Amazon, 

or others selling the services to the consumers or enterprises. Based on recent researches, it shows 

that the public cloud is better for individual users and small companies by concerning the cost and 

security; this is one of the subjects in the conducted survey in this research. Private cloud is always 

used by big enterprises, managed, and owned by them. This model has an overall control through 

their data and security because it is not public and has nothing to be shared with other companies. 

According to the latest studies, the private cloud is better for big companies [20]. Both the above-

mentioned models are discussed in the next chapter in detail. 
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2.3.   Cloud Computing Cost 

 

The main interest that brings the business enterprises and consumers into the cloud 

environment is the benefit and advantage of cost. Thus, the researchers always concentrate on the 

cost advantages in their studies and explain how they influence enterprises. That is why the cost 

advantages and benefits of cloud computing are reviewed in this study. Although cloud computing 

comparatively is a new technology, with having various service development, there are many 

untested use cases related to the cost risks. Yet, the existing researches still difficult in addressing 

the risks of cost for enterprises [21]. For this reason, this study also investigates the risks besides 

the advantages that faces the enterprises when using cloud computing. 

Primarily, in reference to the previous researches, it states that cloud computing allows 

enterprises and consumers to decrease hardware costs once utilizing the cloud services, the 

enterprises when adopt to cloud services, they do not need expensive and powered computers when 

using their applications on the cloud. The reason behind this comes from reducing the storage and 

power processing. Different from the standard software, executing applications in the cloud 

required lower memory since there is no need to install the software. For this reason, enterprises no 

longer need to expand their IT infrastructure, mostly concerns with bigger companies [22]. 

As an alternative, in the state of layout money in purchasing high-powered servers, using 

cloud by the enterprises could be better to develop the computer resources because the top 

computing requests are handled by the cloud servers. Besides, cloud users do not require purchasing 

software packages for their computers since the cloud can provide the latest updated software for 

all users by accessing a particular application. This clarifies that using a cloud saves costs for the 

maintenance and installation of that particular software for each computer. In addition, one more 

advantage of the cost is that the enterprises no longer need to pay for upgrading their software into 

the latest version since the cloud provider upgrades the applications automatically in the cloud, this 

is an instance of decreasing the maintenance cost, and this includes the software and hardware 

maintenance [23]. 

Reducing the number of servers and computers result in less maintenance cost. In the cloud, 

all application maintained by the cloud providers means that the IT department does not need to 

maintain and manage the applications. Considering the above statements, it illustrates that software 

cost relies on the service delivery model and the deployment model. This clarifies that the required 

cost of software in the cloud depends on the maintenance and level of control through the service 

models. As a result, in the previous researches, it appears that the public cloud and SaaS require 

less cost for the software; however, in the private cloud and the IaaS, it is hard to reduce the software 

cost. Also, for security, the same relevance claims to the security cost. According to the previous 



11 

researches, it states that cloud computing is very productive and useful for enterprises; growing 

computer technology makes the companies productivities and minimize the cost in general [23]. 

 

Enterprises are no longer limited to what a single PC can do since cloud computing 

executes supercomputing by performing the ability of hundreds of servers or computers, so the 

organizations can implement more tasks and raise their output efficiently. Another essential cost 

advantage is that the administrative expenses are much lower when using the cloud and allows the 

enterprises to drop the administration expenses such as system infrastructure, including spare parts, 

hardware maintenance, and software. Furthermore, the application that installed over the cloud is 

always available for each user. Although the previous research addressed the advantages of cost 

challenge in cloud computing, enterprises need to study the cost model's risks when they are 

migrating into cloud computing [24]. Cloud computing is very premium for the companies that just 

started working to entertain the high powered computers with less cost. When their business grows, 

they can increase their cloud request, which will affect their business development. 

 

In the cloud, using the storage charged based on the usage between the client and the 

number of server hours. That is why cloud computing is usually matched to the electricity network 

since it can be reached to all users; the paying system is the same as the user's pay per usage. The 

most famous cloud provider “Amazon” has developed a new model of pricing, which means that 

the users will pay according to the total hours they used the cloud services; consumers are paying 

for what only they have used. This will let consumers think about cloud computing as an economic 

expression [25]. With cloud support, enterprises can discharge three types of standard 

administration: 

 Framework infrastructure: including spare parts, maintenance, expanding the environment, 

and the software. 

 System backup is done by the provider according to the policy defined by the enterprises. 

 Applications and licenses are installed automatically by the providers once available.   

 

Whenever the cloud infrastructure is launched by the providers, it offers so many 

opportunities for the enterprises to develop the management of financial and customers. It supports 

to reduce the financial matter as monthly billing, electricity, and other costs. The above-mentioned 

advantages that need to be highlighted compering to the internal data center as purchasing the 

hardware and building data center very costly. Besides, the cost of energy, cooling, maintenance, 

and others decreases when enterprises use cloud services and do not need to use an on-premise data 

center because the cloud provider is in charge of the whole infrastructure [26]. The previous 

researches stated that cloud computing is safely cheaper in differentiation with building a traditional 
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data center since there is no physical hardware to monitor and maintenance when having issues. 

However, besides the cost advantages that presented in this section, there are many risks and issues 

that need to be taken into consideration by the enterprises before going to cloud computing, and 

this will be highlighted in the questionnaires and interview. 

In reference to the research of cost model effectiveness, there is a tool for calculating and 

measure of investment for an organization when decide to migrate into cloud computing, this tool 

called ROI [26]. 

Whenever an organization thinks to invest in cloud computing, there are some pre-requisites 

that need to be evaluated. The main thing is the total amount of cost for this project, doing analysis 

of the total expenses for the existing data center, and calculate the cost to migrate into the cloud, 

considering the cloud computing cost at least for one year and comparing with the cost of on-

premise equipment with support by doing a proper calculation. According to that research 

conducted for an education organization, after doing a calculation and analysis using ROI to 

compare the cloud computing and the on-premise data center for one year, the result was that the 

total cost reduced when using cloud computing, besides the cost, the organization set free from the 

difficulty of the on-premise environment [26]. 

 

2.3.1.   Economic Reasons Moving to the Cloud 

 

There are many challenges that let the customer move into the cloud, including saving 

money, availability, business continuity, and others. However, economically wise, and according 

to the existing researches, there are five main points that lead to improving the operations and 

saving money as follow [26]: 

1-Hardware Scalability: Using cloud computing means high performance for the daily 

operations task; meanwhile, when you are not using the cloud, a dedicated server costs a lot by 

paying for the hardware, maintenance, resources, backup, and energy. However, in the cloud, you 

are paying for scalable and high-performance hardware that is available all the time without the 

need to monitor or maintenance.  

2-Energy Cost: When an enterprise runs its own data center, its servers are not utilized all 

the time, sometimes they were idle, and this will waste energy. Nevertheless, cloud computing 

utilizes less power and charge the customer less price; they are offering the best hardware with 

efficient performance. 

3-Disaster Recovery: Normally, when enterprises hold their local data center, then the 

company needs to purchase extra hardware to have redundancy whenever it comes to failure. It 

means that the company's cost becomes twice. However, in the cloud, the enterprises do not think 
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about this issue since its cloud provider's responsibility to handle several data centers to have 

disaster recovery.  

4-Regulating the Staff: Besides the computing and hardware cost, the highest item cost for 

enterprises is the employee budget. Usually, the IT average expert salary is very high and difficult 

to find it in the market; thus, it is the major cost for a company. Reducing the staff lets the company 

save more money.  

5-Advanced Cost: Enterprises that have their own servers and infrastructure, they should 

consider the upcoming cost. However, in the cloud concept, this issue, other parties should resolve, 

another saving cost for enterprises. 

According to the survey done by Flexera in 2020, that is a state of a cloud report happened 

every year. The reason for this survey report is to investigate everything about cloud technology, 

including revolution, strategy, business market, development, statistics, and some other topics. The 

most interesting thing from this survey is that again cost-saving is the top concern for the first 

quarter in 2020. The survey was conducted by 750 cloud experts to plan for the future of the cloud 

and the most critical challenges [27]. Moreover, the topic related to optimizing cloud utilization 

says that cost-saving still the peak challenge to move into the cloud. For more detail about the result 

of this survey result, the following Figure 2.2 is presented [27]: 

 

 

 Figure 2.2. Major Cloud Initiative for 2020 
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2.4.   Cloud Computing Security Issues 

 

Although the cost advantages are the main concern that encourages enterprises to swap into 

cloud computing, the security problems are the major obstacle for the enterprises. The security 

issues related to the cloud computing approach from its infrastructure are mainly in the network 

layer that affects the visibility and ability to integrate the security observation. Furthermore, 

previous studies stated that the security issues approach from uncertainty with aspect to who is 

responsible for which part of security since the APIs are not standardized yet. Usually, the security 

risks are various based on the delivery and deployment model utilized by the enterprises. This is 

why it is important for enterprises to study the risks and recognize the connection between the 

deployment and service model. Selecting cloud computing and using it means enterprises face 

security issues, and almost all the risks belong to the security of data. It is very important that 

enterprises ensure having data protection and privacy of their processed data and to store or transfer 

their data safe when using cloud applications by the cloud providers [28]. 

 

According to some surveys conducted by the researchers, the major fear related to data 

security is the possibility of losing data, then utilized by prohibited parties, and this is the outcome 

of inappropriate data protection from cloud providers. There is always a risk between the cloud 

providers and consumers regarding the SLA, as they will not mentioning some cases in the 

agreement related to the security services. The issue in the SLA contract is that there is no section 

to guarantee the security level as the terms and conditions are always created to support the cloud 

provider. When any error or issue happened, the customers are usually responsible. For example, 

this will happen when the consumers or enterprises raise the security risks to the cloud provider as 

maintained by the delivery model. Besides, since there are some security risks that cannot be 

transmitted, the customers are responsible legally. In such a situation, according to the previous 

studies, it recommends that enterprises have to insist on having massive power to defend 

themselves legally when facing problems with the provider; these cases are not easy, mostly with 

small companies or individual clients. Most of the clients are willing to do the observation of their 

SLA in order to make sure all the conditions have been achieved; however, due to the complexity 

of the infrastructure, the required information might not be supplied [28]. 

 

A proper access control required when performing data protection in the cloud 

environment. Even the control may not be enough, because according to the previous studies, there 

are always risks when having undesirable access into the classified data by unofficial sides, and the 

outcomes are even loosing or damaging the data. These sides might be the employees of cloud 

providers, hackers, government, and the client of the cloud service itself. Usually, the mentioned 
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risk take place due to multi-tenancy characteristic in the cloud that a single software service gives 

assistance to several clients in the SaaS service model. Another way to access the data in the cloud 

is through management ports; this occurred particularly in the public clouds, as the management is 

accessible over the internet. Moreover, since remote access is vulnerable sometimes, then the 

customer's data are in danger situation [5]. 

 

The insufficiency of interoperability between devices made by different manufacturers is 

a risk to the stored data in the cloud. Since these devices or cloud architecture have been created 

by various cloud providers, this is affecting the security of the providers. As an outcome, it is hard 

for enterprises to move from the existing provider to other providers. Thus, mitigating the security 

risks by moving to another provider does not provide preferable data protection. An additional 

security risk is the inappropriate deletion of data when required by the customer. The consumers 

need to ensure that their data are fully deleted and impossible to recover. In reality, the providers 

do not provide a guarantee since all the things depend on trust. Furthermore, as an operational task, 

there are several backups on multiple servers to keep the data safe, and then the data deletion 

became difficult. Even sometimes, the provider does not willing to breakdown a disk, which 

includes different client's data [8]. The below Figure 2.3 explains the security model responsibility 

between the cloud provider and customer: 

Figure 2.3. Security Responsibility 
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In reference to previous studies, from an enterprise's point of view, they have a big security 

issue when it comes to using cloud services. The major concern is the information system limitation 

and service availability. This might affect business continuity, and those risks need to be resolved. 

The term security commonly adverts to integrity, confidentiality, and availability. Moreover, in 

cloud computing, there are other security factors, such as policy, risk, and compliance. When a 

company has confidential data and sending over the internet or storing it in the cloud, other users 

can access this data easily, and it will be a problem for the enterprises. Enterprises need to make 

sure that there is not anyone else to access the data; they request the integrity to be implemented 

[6]. 

One of the biggest cloud challenges is availability, the only way to access the cloud is 

through the internet, and then the availability is overhang when losing the connection. Thus, 

enterprises are required to secure the internet connection and have alternative solutions when losing 

the internet connection. Another security risk of the cloud is that when the cloud provider stops the 

business, this situation needs to try to recover the data and transfer it to other providers. Along with 

all the security risks in cloud computing that addressed in previous studies, there are also security 

benefits that might be a reason for enterprises to migrate into the cloud. Thus, this research surveys 

the advantages of security. In the result section, the security benefits and the cost risk are explained 

[29]. 

Security is improving gradually in cloud computing by identifying the risks; however, 

some risks are uncovered overdue to block the accident. It is difficult for all stakeholders to realize 

the risks and prevent them. To mitigate the risk, the provider must construct the security in all 

network layers. In cloud computing, clients, organization consumers, and all have to grasp the 

needed action against the security risks to secure the cloud platform. In standard physical 

computing, the data is under the company's control since it is stored in its data center. However, in 

the cloud, the data placed in a place controlled by the service provider, and it is under the cloud 

provider's control. Thus, security in the cloud needs extra resources to make sure that the data is 

secure [29]. 

 

In reference to some of the existing researches, there is an important challenge related to 

security that is the privacy issue. The privacy problems always have an immediate influence on 

enterprises to decide whether to go for a cloud or not because they are indicated straight on the 

consumers' dependence. Moreover, these issues have side effects and concerns related to economic, 

legal, and personal involvement. The major problems of privacy when using cloud computing are 

[30]: 
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1. Assumptions and risk investigation. 

 

2. Emerging new models that influence the privacy of the users. 

 

3. Responding with the applicable laws and regulations. 

 

Most of the researches state that another major security issue in the cloud is resource 

sharing. Thus, the providers have to notify their consumers about the security level that they 

provide. In addition, the service provider needs to train their customer on the deployment and 

service models, present to them that cloud computing is offering good security to protect 

confidential data. According to the studies, the best way to achieve this is by supporting the third 

party. In order to be qualified to use cloud computing, there are some security features required to 

develop because the current security is not enough as there is a new service in the cloud every day. 

Enterprises need to keep in mind that their confidential data lost; there is a small chance to be an 

internal fault. So companies have to consider with whom they are dealing and sending their data 

[29]. Below Figure 2.4 shows cloud computing security threats and security factors [29]: 

 

 

 Figure 2.4. Cloud Security Factors and Security Threats 

Moreover, the previous studies highlight that the security of the deployment model is 

different, according to the experience; the public cloud is more vulnerable compared with the 

private cloud because everyone can use the public cloud over the internet, and the connection type 
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is medium. Thus, the procedures differ from one type to another models. In this research and in the 

survey, we focus on which type of deployment model is better for the (small, medium large) 

enterprises considering both security and cost [29]. 

Based on the previous researches that highlighted in the literature review, this research has 

conducted two types of survey (interview survey, questionnaire survey) based on the empirical data 

to collect the needed reliable data to investigate more about the security and cost impact on 

enterprises. Besides, to investigate the cloud deployment and service model. 

In the next chapter, a theoretical baseline is conducted to explain the cloud computing 

environment and its components, architecture, services, and models. Moreover, explain the most 

critical challenges of cloud computing with an example of the most utilized use cases. 

 

 



3. THEORETICAL BASELINE 

This chapter contains a comprehensive theoretical concept of cloud computing. Including 

the architecture of the cloud and its components and presenting the deployment and service delivery 

model in detail to understand what cloud computing is and how many types and services do cloud 

computing offers for the customers. Besides, the main characteristics of the cloud are highlighted. 

Also, the top challenges discussed briefly in order to realize how these challenges impact 

enterprises when utilizing cloud computing. In addition, cloud computing use cases are explained. 

3.1.  Cloud Computing Architecture 

Since cloud computing became important in the virtual digital world, therefore its 

architecture and components must be very clear. In general, cloud architecture is completely 

compatible with every item, piece, and component. It belongs to all components and parts required 

for cloud computing. Basically, cloud computing architecture composed of two parts as following 

[31]: 

 Front End Platform: It is about the client  

 Back End Platform: Includes the servers, network, applications, management, storage, and 

database. 

Both of them are communicating over the internet. A graphical illustration of cloud 

computing architecture is shown in the following Figure 3.1 [32]: 

 

 

 

Figure 3.1. The Architecture of Cloud Computing 
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To understand clearly what these components are and how they are working, below details 

about cloud architecture components is presented: 

 Front-end:  correlate with the client-side of cloud computing.  It includes interfaces such 

as applications and networks that permit us to reach the cloud platform. Besides, it supplies 

the applications that desired to cloud services. For instance, the client interface consists of 

an application that can be accessed as web browsers, like google chrome and others. It 

contains a GUI for the consumers to access the application and implement their works [31]. 

   Back-end: to realize the backend, there are some points that need to understand that it is in 

charge of monitoring all the systems that execute the applications. It includes a large 

number of servers and storage. It is the major part of the cloud system due to its large and 

complex. The back-end usually is responsible for minimizing the mechanism of the traffic 

and the protocols that demonstrate the communication. Besides, the Hypervisor provides 

the connection between the container and the entire world. The main components are 

explained below in detail to recognize them; the components are [31]: 

 

1. Application: The applications are even software or a platform. It relies on customer demand; 

it gives the outcome to the backend and users. 

2. Service: It is a primary part of cloud architecture. It is in charge of giving the value; the 

services are application development and web. 

3. Storage: It is the main part of the backend, responsible for storing the data, documents and 

etc. through the internet. For instance, Oracle storage, Amazon S3, MS Azure storage, and 

others. 

4. Management: The main action is to allocate resources for a particular duty; it implements 

several tasks in the cloud environment. Besides, it supports managing applications, 

security, storage, and others. It organizes the arrangement between cloud computing 

resources in an efficient way. 

5. Security: Is an essential part of the back-end framework. It is the responsibility to secure the 

data files and other resources to the users. It performs the management of security into the 

servers, VMs, and firewalls to mitigate the security risks of losing the data. 

In addition, and according to the NIST definition of cloud computing, the components of 

the cloud are consist of deployment models, service delivery models, and essential characteristics 

of cloud computing [13]. All these components are presented in the next coming subsections in 

detail. 
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3.1.1.   Cloud Deployment Model 

 

Selecting a convenient cloud deployment model to be practiced by enterprises is a very 

important milestone accomplished in order to succeed in the cloud computing environment. 

Because cloud computing has several models and requires various resources and skills to manage 

them. There are many enterprises that fail in executing cloud computing due to selecting the wrong 

cloud model [31]. A successful enterprise has to analyze the data properly and study other 

requirements in detail before selecting the deployment model to avoid having any issue during the 

implementation. In general, and according to the previous researches on cloud computing 

architecture, there are four types of deployment models, which are presented and explained in the 

following: 

 

1-Private Cloud: This type of cloud deployment is performed mainly in the replacement of the 

organization. In other words, this kind of model does not accessible as public; it belongs to a 

particular company. It can be accessible inside or outside the existing location of the infrastructure, 

and the users may belong to a different unit, but they belong to the same enterprise so they can 

access the private cloud. This type considers as the utmost secured cloud model due to the procedure 

of securing data. Commonly, in the private cloud, the infrastructure is usually created by the 

enterprise itself; however, it can be rented from the cloud provider. In both cases can be managed 

and run either by the enterprise itself or by the cloud provider. It brings several consequences to 

the public cloud, for instance, Amazon virtual private cloud. It has two types as following [31]: 

1-On premise private cloud: As well as called internal cloud, it grasped within an on-premise 

data center. It provides a regular transaction in addition to the security; however, it is limited in 

volume and scalability. 

 2-External hosted private cloud: Its infrastructure is managed by the third party. Usually, 

cloud providers support this environment, along with a full warranty of privacy. Typically, this type 

is preferable for enterprises that not willing to utilize the public cloud due to the security risks 

linked with resource sharing as they have confidential data.  

Reference to the existing researches on cloud models and its issues, the private cloud has three 

main characteristic that presented below [33]: 

 

 Enhanced Security Measures 

 Dedicated Resources  

 Better Customization  
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2-Public Cloud: This type of cloud model offers several countenances such as storage, 

applications, database, and other services to the end-users by the cloud providers. This model 

depends on the distinctive part as you go service. The third-party has created this type in order to 

supply unlimited storage extended data transportation over the internet to all enterprises. 

Commonly, this type is owned, monitored, and managed by the cloud service provider. Besides, it 

considers every requirement that comes from every type of enterprise. It is the simplest structure to 

install as releases that defender from loads of applications and equipment. The enterprises give 

payment to just the services that they are using; the payment bill commonly can be on a monthly 

basis when using the public cloud [31]. 

In addition, when using this type of cloud, it does not need to purchase the hardware since you 

are using the application installed inside the scalable data storage provided by the third party. The 

examples of public cloud are: 

 Amazon Elastic Cloud Compute 

 Google App Engine 

 IBM Blue Cloud 

 Azure Services Platform 

To sum up, this type is recognized as its services are available to the consumers and enterprises 

by the providers that are offering services over the internet. The data always available publically 

and open to be accessible by the consumers. Besides, this type also comes up with an efficient 

concept related to the cost and other solutions [31]. 

As stated by the existing researches on the cloud deployment model, the public cloud come up 

with four major characteristics as presented on the following [33]: 

 Flexible and elastic environment 

 Freedom of self-service 

 Pay for what is used 

 Availability and reliability 

3-Community Cloud: This type of cloud is utilized by several enterprises that have joint 

commercial businesses, programs, projects, and shared frameworks in terms of software or 

application, so the existing cost to be decreased. Thus, this model can be managed by united 

enterprises or by a third party. For instance, the online study platforms for universities are 

community cloud [31]. 

According to the NIST research on cloud architecture, the infrastructure supplied for 

limited use by particular users from companies that have the same business requirement. The cost 

is divided between enterprises when deploying a community cloud. The community cloud provides 
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better control and privacy than a public cloud. It has two different types, such as on-premise and 

external hosts [34]. 

 

4-Hybrid Cloud: It is one of the cloud deployment models built by combining two or more types 

of cloud, such as public, private, and community cloud, and it is shared among various enterprises 

when having the same requirements and profits. Usually directed internally, or it can be directed 

by the cloud provider. 

The payment of this type of cloud is growing for some consumers; besides, there some 

benefits achieved in cloud computing. This type supports for payout the costs since the total cost is 

shared between the enterprises, especially for the governmental organizations that work in the same 

area. However, the enterprises must keep their security and cost at a sensible level, as there are 

many problems related to the standardization of cloud and need to be considered [33]. 

According to NIST research on cloud deployment models, enterprises are willing to create 

the best settling for their businesses by selecting multiple types of cloud in different providers; this 

is called a multi-cloud approach [34]. This way support enterprises to achieve their target, for 

instance, some cloud model may not claim their requirement, but there are some services may better 

in other types of cloud that it’s cost and performance suits their target. When using a hybrid cloud, 

enterprises can analyze their requirement and look for the best solutions in the market by the cloud 

provider [35].  

There are various differences between all types of cloud deployment models related to the 

security level, controlling, and services offering to the customer. Enterprises have to differentiate 

all these models in order to evaluate their requirements. The high-level differences between cloud 

deployment models are presented in the following Table 3.1 [31]: 

 Table 3.1. Differences of Cloud Deployment Models 

# Cloud Model Description 
Security 

Level 
Controlled by 

1 Public Cloud All consumers and industries Low Cloud Providers 

2 Private Cloud Single Company High Organization itself 

3 Community Cloud 
Organizations with having the 

same concerns and policies 
High 

Several 

organization, Cloud 

providers 
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4 Hybrid Cloud Public & organizations Medium 
Organizations, and 

Providers 

 

 To sum up the cloud deployment model, it is very important for enterprises to collect their 

requirement in order to select the best model to meet the organization's target and strategy. The 

below Figure 3.2 presents the different type of cloud computing deployment models [31]: 

 

 

 

 Figure 3.2. Deployment Models of Cloud Computing 

3.1.2.   Cloud Service Delivery Model 

 

Cloud computing is providing various services to consumers to meet their business strategy 

and needs. Mainly, and according to the NIST, there are three basic service models that capable of 

satisfying the enterprises as mentioned in the following in detail [34]: 

 

1-Software as a Service (SaaS): This model has the capacity to offer the end-user run their 

applications in the cloud platform. These applications are reachable from different systems through 

the internet, for instance, web browser or any other interfaces. This model is managed and led by a 

third party; the enterprises do not need to handle the OS, storage, network, and maintenance. 

Except, they just need to do some configuration in the level of their application if required [34]. 

The concept of SaaS service is that the third party holds a particular application inside the 
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cloud system in order to be available to numerous users for utilizing as a service. The users are not 

able to manage and control any part of the cloud framework. The access and execution of the SaaS 

application done on the cloud directly; it is not required to do any installation on any device. Thus, 

the users are eligible to run their application based on the request at any time at any location over 

a web browser. Moreover, there are several SaaS applications request to install the client interface 

on computers such as CRM, ERP, MS Office suites, financial programs, and other applications 

created for managing customers [35]. 

The cloud service providers are offering multiple software applications for the consumers 

over the cloud platform, the responsibility of these applications are from the cloud providers, and 

they guarantee their customer to secure, monitor, control, and update the system according to the 

SLA [34]. The major used examples of the SaaS model by the enterprises are MS office 365, 

Salesforce, Cisco WebEx, and many others. A SaaS has main three characteristics presented in the 

following [36]: 

 Customization 

 On-Demand Self Service 

 Accessibility 

 

In addition, the SaaS service model has many advantages; the main benefits when using 

SaaS are [36]: 

 

 All SaaS applications are automated; the consumers are required just to access the 

application, nothing more. 

 Flexibility and scalability. 

 Cost-saving. 

 

2-Platform as a Service (PaaS): The ability of this service model is to provide a platform for the 

users so they can create their applications by programming and other tools. In the PaaS, the 

customers do not administrate the platform, including network, OS, servers, and storage; they are 

only managing the deployed application and other required configuration [34]. 

The PaaS provides the necessary services to the consumers, such as database, OS, 

middleware, and others, to develop, design, and manage their application. When the programmers 

creating the applications, the cloud providers give the needed tools and supports that requirement. 

Furthermore, PaaS authorize users to develop scalable applications that assist a huge number of 

end-users. Moreover, it provides the flexibility to support the users to do any kind of tests in several 

cloud environment. In addition, the users are eligible to update and upload the applications in the 

PaaS platform, and the consumers can do the configuration and monitor their applications [34]. 
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The development of creating an application by programmers provided over the internet, 

the consumers are not required to do any installation and hardware demand, thus again customers 

are saving costs. Commonly, PaaS has its own tools, security, and an interface such as a web 

browser for the developers to program the applications. Besides, the integration between the 

applications in a platform can be done and linked with different applications in another platform 

[36]. 

The major examples of the PaaS service model are AWS elastic, salesforce, apache stratos, 

and others. The platform software in this model contains the OS, development tools, database, test, 

and deployment environment [35]. 

 

3-Infrastructure as a Service (IaaS): This service model offers consumers the ability to access 

the storage, processing, network, and other essential computing assets. The customers are able to 

deploy their applications, running the OS, or upgrading the software. The consumers cannot touch 

anything implied by the cloud framework; however, they are able to manage the operating system, 

network components (firewall), and storage [34]. 

In this service model, the enterprises are hiring resources from the service providers such 

as storage, network bandwidth, and computing system. This framework was created and 

administrated by the cloud provider. The users are doing the configuration and installing the 

software such as database, OS, and applications. Moreover, this model is usually performed by the 

third party; however, it can be created by an organization using IT staff and under their 

management. The estimation of the price in this model depends on resource utilization or 

subscription-based. However, in some cases, cloud providers are sharing the resources to several 

enterprises over the multi-tenant model [36]. 

As highlighted, this model provides the servers, operating systems, networks, and storage. 

It offers the disaster recovery feature; the data is stored through multiple locations and data centers 

to protect and secure the data. In general, when utilizing this model, the user has the permit to a 

virtual machine, network framework, and other computing resources to be able to deploy and run 

the software or applications [35]. 

Commonly, the main examples of the IaaS model are CDNs content delivery networks, 

servers and storage, computing resources, backup, and disaster recovery. A representative diagram 

of the cloud service model that obtainable to cloud users is shown in the following Figure 3.3 [30]: 
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Figure 3.3. Cloud Computing Service Delivery Models 

3.1.3.   Cloud Computing Actor 

According to the NIST research on cloud computing architecture, there are five main actors 

related to cloud computing such as provider, consumer, broker, auditor, and carrier. All of them 

explained briefly in the following [34]: 

 

1-Provider: Are the cloud service provider offering several services to their customers based on 

the customer's requirement.  

2-Broker: It is linked between the provider and the consumer. It supports the users to take off the 

difficulty of selecting and administrating several cloud service providers.  

3-Cloud auditor: This actor is responsible for doing auditing for security implementation and the 

services offered by the provider. The auditor establishes the services and the security that the 

providers are doing. For instance, auditing the data log and files, accessing those data must be 

verified properly. 

4-Consumer: Is a person, enterprises, or any other stakeholders that use cloud computing and 

continue business with a cloud service provider. 

5-Carrier: Provides a transfer among the consumers and cloud providers. The cloud provider must 

contract a service level agreement with the carrier to guarantee service availability; if not, the carrier 

face recompense. 

 To realize more about cloud computing actors, and reference to NIST research, the Figure 

3.4 presented in the following [34]: 
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Figure 3.4. The actors of cloud computing 

3.2.   Cloud Computing Characteristics 

 

With the growing cloud computing in the field of technology and trading, enterprises can simply 

increase the prospective of advantages. Moreover, to have a better understanding of what cloud 

computing is and its characteristics. In reference to the previous researches and according to the 

NIST, below are the main five essential characteristics of cloud computing, which discussed in 

detail in the following [34]: 

1. On-demand self-service: The resources of cloud computing can be supplied without the 

direction of human supervision. Enterprises can expand their environment by adding more 

VMs and other computing resources without having additional staff to monitor the system or 

request support from the providers and, as an example, requesting extra storage, VMs, 

database, and others. Enterprises can access their account on the portal interface to look at the 

logs and usage data of their services. 

 

2. Broad network access: This is another potential characteristic of the cloud resources 

accessible through the internet at any time anywhere the consumer just needs to access one of 

the cloud services platforms by having just internet. The latency and network access are 

significant parts as it influences the quality of the network. 
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3. The resource pooling: The resources of the cloud provider usually are collected into a pool 

to set out several consumers by utilizing the multi-tenant model. Usually, virtual and physical 

resources dedicated to serving the consumers based on the request. Commonly, consumers do 

not know where exactly the location of the resources; however, the consumers can request to 

assign a particular location for the resources, such as a city, country, or any datacenter. 

4. The rapid elasticity: The potential thing of the cloud is the ability to use resources when 

needed, then to release them once you do not need them. It is automated load scaling. 

5. The measure service: The used resources in cloud computing are under control and 

dynamically optimized; this measurement used to know the suitable resources used in the 

services. Moreover, the resources are utilized to do the monitoring and controlling. Besides, 

to do reports to share the transparency for both the consumers and providers. For the billing 

model, the consumers are paying according to the used resources, which means pay peruse. 

 

 A diagram presented according to the NIST related to the fundamental characteristics of 

cloud computing in the following Figure 3.5 [34]: 

 

 

 

Figure 3.5. Cloud Computing Essential Characteristics. 
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 The above-explained characteristics are called fundamental characteristics. However, there 

are some other characteristics called common characteristics of cloud computing; reference to the 

previous researches, the main common characteristics presented in the following Figure 3.6 [36]: 

 

Figure 3.6. Common Cloud Characteristics 

3.3.   Cloud Computing Challenges 

Despite its growing influence, concerns regarding cloud computing still remain an issue. 

According to the previous researches, security and cost are the top challenges for enterprises to 

adopt cloud computing. However, there are other challenges that need to be highlighted in this 

research due to its impact on enterprises. For example, the lack of cloud expert resources is the 

major concern for small enterprises, and the cost model and security are the main challenges for 

big enterprises. Thus, all the top challenges required to be addressed by the enterprises before go 

live for cloud computing. Based on some studies, the major challenges that affect enterprises are 

presented in the following [37]: 

 

1-Data Protection: The most important thing in cloud computing is that the data protected fully, 

the consumers do not have a headache to take a backup or take a copy of your data. It depends on 

your cloud provider, and it depends on the data protection level and the high availability level. 

Basically, most of the cloud providers are offering multi-options for data protection. Thus, most of 

the cloud providers are offering the following options to protect the data of their customers [37]: 

 

 The local copy of the data: Most probably will have high availability for the servers and a 

local copy from the data storage into another data storage within the same data center. 

Consumers can choose more than one server for high availability to make sure the data is 

available in case one server goes down. 
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 Data protection across multiple data centers: This will make a copy of data from site A to 

site B using the methodology (Sync & a Synch). This will give the high availability of the 

nodes if one site failed totally, consumers have their data protected, and the nodes are 

available and up to serve in the site B data center. Some cloud providers don’t have an 

active-active data center in the same city; they have a data center named called site; it 

means a disaster recovery site. It ensures that your data is protected and the data copy on a 

daily basis to the called site. However, this will give a business continuity in case of the 

active site goes down for any reason; they need time to bring your service up in the called 

site. 

 

 Geo Redundancy: Offering the data protection across the countries, for example, a 

customer using a data center in UAE, in case this the cloud services in this country goes 

down due to any natural reason the services will be up in another country data center. 

 

2-Data Security: Data security is the most concern and challenge in any organization. For most of 

the customers, data security is a blocking point to go to the cloud. Especially if they have sensitive 

data, commonly, each cloud provider has a different definition of data security. At the end, they are 

providing the same result to customers by making sure that their data is confidential, and no one 

has access to their data. Most of the cloud providers are offering the best practices for security 

reasons using a hardware firewall to manage the communication between the customer and their 

nodes. When consumers purchase a cloud service, the server will have a private IP nat to outside 

to accessible worldwide by public IP. They have all the auditing logs and all the attacking defense 

solutions to prevent and mitigate any risks and attacks. All the cloud providers are mentioning that 

the data is secured, and no one has access to the data. This will be written in a contract signed with 

the providers. Providers are offering SSL VPN connection and IP sec; this will ensure that only the 

trusted users (employees, trusted customers for solutions) and this will provide another level of 

security. Cloud providers are using a data encryption methodology to encrypt the data; mostly, the 

encryption methodology developed by the provider is to make sure no one can decrypt the data in 

any data stolen [37]. 

The most concerning security from an enterprise's perspective when they have sensitive 

data related to a government or a customer data such as telecommunication CDRs or banking 

accounts, they are afraid of their data is shared with other organization's data by the providers. This 

concern will increase based on the cloud providers’ mother company; for example, if the cloud 

provider mother company is located in the USA, most of that countries, if they don’t have a good 

relation or trust that country they don’t allow to share their data.  
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Other concerns are attacking; they are anywhere to attack your data, especially when your 

data put in a data center outside your country. They are afraid to lose sensitive data since the 

providers are responsible for all levels of security, and the enterprises rely on the providers to secure 

their data based on the contract agreement [37]. 

 

3-Cost Management: It is the main concern for enterprises when they decide to migrate into cloud 

computing is the cost advantages. The influence of the cost will change depending on the size of 

the company. The enterprises need to understand the cost model of the cloud in detail and calculate 

the cost for each service before going to the cloud. For instance, when an enterprise has an on-

premise data center, the total cost is changing based on the location of this data center; in the Middle 

East, the cost is cheaper than the data centers located in the USA or Europe. One of the most 

advantages of cost-effective is reducing the extra hardware costs. For instance, when enterprises do 

not have a disaster recovery site, and they depend on their own premise site, they are interesting to 

have a disaster recovery site, and this will duplicate the cost, as they need to purchase servers, 

storage, backup solution, network bandwidth, managing data center, resources, power, and cooling. 

In this case, going to the cloud is much cheaper than building a new data center as the cloud provider 

is responsible for all mentioned extra costs, and they will provide the DR site [24]. 

In addition, besides the cost advantages in cloud computing, there are some risks related to 

the cost. When enterprises do not have enough experience with cloud cost models and how the 

providers charge their customers, they will drive the company into a disaster when using 

unnecessary features. The cost increases based on the usage of these services. For the small and 

startup companies, when they are building an in-house application for a particular sector, for 

example, if we take medical management, the company has to purchase the hardware with a good 

specification based on the number of customers. However, when the number of customers increased 

rapidly, the enterprises must expand their infrastructure, and the cost increases. In this case, if the 

company decides to go with the cloud, it pays only per the usage and saving the cost with having 

the full specification of the servers, and increase these specifications automatically when the 

customer numbers are increased. The same scenario will apply for mid-range and big enterprises 

[37]. 

 

4-Business Continuity: It is a very important concern that enterprise thinks to migrate to cloud 

computing due to business continuity. Especially for the SaaS delivery model, it became a target 

for the expertise and developers. Enterprises fall sacrifices into a natural disaster when having an 

on-premise data center, and human mistakes such as malicious attacks and malware software. Thus, 

it will influence their business and daily operations. In this case, enterprises are aiming to go with 

the cloud for having the data recovery and DR site. Having disaster recovery ensures the enterprise's 
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business continuity and support them for any preparation when having an issue or incident. Mainly, 

the incidents are human mistakes, a power disaster, a natural disaster such as a tornado, and others. 

However, performing good preparation cannot avoid some kind of incidents, but having a disaster 

site and business continuity will mitigate the risks and support enterprises to possess their business 

running [38]. 

 

5- Migration: Although creating or having an application in the cloud is an easy step, migrating 

the current applications and services into the cloud is very difficult. According to the existing 

research and surveys conducted, cloud migration processes take a long time than expected; even it 

exceeded the expected cost for the migration. Besides, the enterprises, when migrating some 

applications facing several issues as presented in the following [38]: 

 Data syncing 

 Extra downtime 

 Lack of migration tools 

 Slowness during the migration 

 Security issues 

 Troubleshooting 

 

6- Lack of Expert Resources: One of the challenges that face enterprises when utilizing cloud 

computing is the lack of resources and experts in cloud technology. Organizations need to keep 

moving with the latest technology of cloud computing as a cloud environment growing rapidly. 

Due to this reason, the organizations need experts in the cloud to manage their services correctly 

and decrease the risks. Extra training is needed for the IT staff and engineers. Furthermore, the lack 

of resources leads the enterprises to fail in their businesses and increase the cost. However, having 

a skilled resource changes the company strategy to adopt cloud computing correctly, as they are 

evaluating the requirement of the company's needs in a proper way and select the best cloud model 

[38]. 

 

7-Compliance: Another challenge of cloud computing is compliance. In some countries, the 

government does not permit to put some kind of sensitive data into the cloud that is placed outside 

their country for some organization due to security and privacy. This will make a problem for both 

enterprises and cloud providers. In such cases, the provider has to create a data center in that country 

to meet the compliance of this country; however, building such a data center is not achievable each 

time, and it is a major challenge for the providers. Another compliance issue is that when enterprises 

use cloud storage and backup services when they move their data from existing storage into cloud 
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storage, they face compliance with legal and some rules of the company. The enterprises need an 

expert in data protection to mitigate the security risks and privacy and to support the organization 

to meet all the legal requirements. Moreover, the enterprises need to reduce this challenge by 

selecting the best provider that having certificates of compliance and apply the standards and 

procedures. Accepted compliance regulations need coordination between each consumer and the 

providers [38]. 

8-Multi Cloud Environment: Most of the enterprises are not utilizing only one type of deployment 

model; they advocate the multi-cloud model. The enterprises started using hybrid cloud jointed 

between the public and private clouds. According to recent researches, cloud computing has a long-

term future; however, the challenges became more difficult in terms of the cloud environment. To 

reduce these challenges, enterprises need to practice more and re-evaluate the requirement, such as 

management, staffing, and other tools. In addition, enterprises need to study more and decide which 

service is required to be in the private and which application needs to be in the public cloud. 

Enterprises are using a hybrid cloud that gives enterprise security and cost-saving depending on the 

type of enterprise and the services; the providers that are leading in providing this solution are 

Amazon and Alibaba [38]. 

 

3.4.   Cloud Computing Use Cases 

 

Cloud computing has offered multiple solutions for consumers and enterprises. These 

solutions make the business much easier than using on-premise solutions. The advantages of using 

these solutions are flexibility, reduce cost, reduce staff, ease of management, maintenance, and 

other advantages. Furthermore, enterprises are utilizing cloud use cases to protect their environment 

against malicious attacks and malware. Despite the fact that cloud computing may not fulfill every 

requirement and business need, there are various cloud use cases that needed by enterprises to 

develop their businesses and make their work much easier with less cost. According to the cloud 

services today in the market, and reference to the existing studies, the main use cases that used by 

enterprises today are described and presented in the below Table 3.2 [39]: 
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Table 3.2. Cloud Computing Use Cases 

# Cloud Computing Use Cases Purpose of Use 

1 Software as a Service (SaaS) 
Host an application to be accessible at any time anywhere over 

the internet, such as CRM application and MS Office 365. 

2 Cloud Storage 

Using storage over the cloud is needed by all companies since 

the providers manage the operation and maintenance, and it 

reduces the cost for the company.  

3 Backup Service 

One of the best solutions as the providers are offering three copy 

of the data and restoring the data support the companies to 

prevent any data loss. 

4 Disaster Recovery 
It is a critical use case for enterprises; it ensures the enterprises 

get back the services up in case of failure and disaster. 

5 Public, Private, Hybrid Cloud 
Selecting these types of cloud computing depends on the 

business needs, size of the company, and requirements. 

6 Desktop as a Service (DaaS) 

For enterprises with a large number of employees, the IT unit 

needs to standardize security and other aspects of the devices. 

This use case is provided to support these cases since it is 

accessible easily from any device. 

7 Big Data 

Big data is a very powerful tool offered by the providers for the 

companies that need to collect the customer's data and analyze 

them to plan their business strategy. 

8 SD-WAN 

Software-Defined Wide Area Networking is a good use case to 

integrate with the enterprise network system to speed up the 

network connection and identify the network issues. 
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9 Test Environment 

Allow the enterprises to build their environment quickly to start 

testing their projects rather than waiting to build an on-premise 

environment that takes more than a month. 

10 Infrastructure as a Service (IaaS) 

Building an on-premise data center will cost a lot and takes a 

long time; however, going for IaaS will allow enterprises to 

mitigate the costly infrastructure and access the data easily. 

11 IoT 
The IoT offers a framework for the enforcement of the network, 

storage, and other features for analyzing the data. 

12 Cloud Bursting 
Supply resources for a dedicated workload from the public 

cloud for a period. 

 

 

In this chapter, a comprehensive contribution was conducted to show the cloud computing 

environment and its components theoretically. In addition, it presents the major challenges that 

affect enterprises to adopt cloud computing. In the next chapter, the methodology part is presented.  

 

 



4. METHODOLOGY 

4.1.   Introduction 

In this chapter, the research methodology is presented and covered in several 

circumstances. It starts with the purpose of this thesis and follows the research design and 

approaches given to answer the main research objective and research questions to meet the research 

aim. After that, the data collection discussed, including the empirical data and its procedure, with 

data analysis, validity, reliability, and discussing the sampling for the data collection to analyze the 

data in an appropriate way and presenting in the next chapter, which is discussion and result. 

Besides, the sampling and population discussed along with the ethical concerns. Finally, the survey 

design and question has been presented, including interview and questionnaire. 

 

4.2.   Research Purpose 

In this research, the cloud computing challenges, risks, and advantages related to security 

and cost have been addressed. A comprehensive overview of the current challenges of cloud 

computing has been identified, and how these challenges will influence the enterprises considering 

the security and cost. The existing researches and practices on cloud challenges observed that they 

are not fully supporting the enterprises as the cloud computing innovation growing rapidly.  

 

The solutions and models described earlier do not provide accurate information to the 

enterprises to adopt cloud computing in terms of the main critical challenges, security concerns, 

choosing the best deployment model, and the service delivery solutions according to their 

requirements. Thus, in this study, empirical research was established to cover all these points in 

theoretical findings to validate the main concerns that need to be taken into consideration by all-

sized enterprises based on scientific knowledge [40]. The prerequisite of the empirical study is very 

necessary when focusing on the validity of cloud computing concerns and solutions with regard to 

security and cost, besides providing the solutions for selecting the best services and solutions that 

fit enterprises. 

 

By conducting the empirical study in this research, it is supported in combining the 

practices by the enterprises and consumers to enhance the grasp of the main cloud computing issue 

[40]. Moreover, it was substantial to gain potential information from the expertise of cloud 

practitioners by collecting the required data with interviews and questionnaires to inspect the 

theoretical findings. 
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The convenient research design and methods need to be selected according to the research 

objectives [41]. Thus, the aim of this research is presented here in this chapter. The objectives are 

achieved by conducting two types of surveys with cloud computing expertise either by interview 

of the questionnaire, the achievement discussed in detail in chapter five, the analysis done by 

comparing the literature review, and the primary data. Here to restate the main thesis questions:  

 

1-What are the comprehended advantages and disadvantages related to cost and security for 

enterprises to acquire cloud computing? 

2-What is the best cloud deployment and service models for the enterprises considering the size 

of the enterprises (small, medium, large)? 

 

4.3.   Research Approaches 

In scientific research, there are two approaches to the theoretical findings; they are 

inductive and deductive approaches. The inductive approach is linked with qualitative data 

gathering; besides, the deductive approach refers to the qualitative data gathering. Moreover, 

sometimes also the qualitative data can be used in the deductive approach [42]. 

Furthermore, the deductive approach linked to positivism, and the inductive belongs to 

interpretivism. Nevertheless, it is considered that this designates does not have worth and may result 

in confusion [42]. 

In theory, the procedure of affirming or rejecting comes up with a hypothesis; this is done 

through an experiment with the hypothesis in gathering quantitative data named deductive 

reasoning in scientific research. In addition, the procedure of gathering the information in the 

answered questions from surveys or interviews to achieve the objective of research named inductive 

reasoning. Moreover, the difference between both approaches is that the deductive approach is 

closely structured than the inductive approach; accordingly, the inductive approach is elastic for 

the researcher during the whole process in the research [42]. 

In reference to the above explanation of the research approach, it is expressed that both of 

them are needed to be applied in this research to accomplish the aim of the research. The 

components of these approaches are used in this study, for instance, gathering both quantitative and 

qualitative data [41]. The researcher has focused on the people who expertise in IT technology, 

cloud computing, and experienced people who work in an organization that is already using cloud 

computing services in Iraq. Those experts who have knowledge in cloud technology are targeted to 

answer the survey questionnaire in order to collect valid data and the answers to be unbiased, 

because this technology is new in the developing countries and it is not possible to collect the 
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needed data randomly and in several options. Thus, the targeted people are only the ones that 

familiar with this technology and work in enterprises that use or have cloud services; this is why 

the data that has been gathered by a qualitative and quantitative method is valid and trusted in order 

to outcome the result to meet the aim of the research. For the interviews, the targeted people are 

the cloud experts working in cloud provider companies, as this study needs to answer the research 

question based on the best practices and in a scientific way [41]. The detail of the interviews and 

questionnaires are presented in this chapter in the empirical study section. 

 

4.4.   Research Design and Strategy 

 

When selecting a research design, it influences the research and provides a huge value to 

it because it constructs the research to be more effective by providing huge information with the 

least time and effort. Thus, the researcher has to choose a proper design to rectify the ideas in an 

appropriate trend [43]. Enough aggregate of existing researches in the literature review is crucial 

to ensure and address the issues and risks that will face by enterprises when utilizing cloud services. 

Moreover, highlighting the cost, security advantages, risks, and suggestions to mitigate these issues. 

In addition, the chosen literature was conducted in order to extract the needed result and outcome 

of this research analyzed and compared with the result of the survey conducted in the research. 

Research strategy in the thesis supports the author to enhance the quality of the research; it 

depends on which strategy is appropriate to answer the research questions because there is no 

strategy better than other strategies. The researcher can use several strategies in the research; for 

instance, inside a survey, the researcher can use a case study [41]. A case study is a proper strategy 

used in this research; we can state that it is also defined as an empirical study [41]. 

In reference to the research methodology, both quantitative and qualitative data are applied 

besides the evaluation and analysis in the case study research. This research investigates the 

research objective by using quantitative and qualitative data to find out the challenges and concerns 

of enterprises that using cloud computing in the north of Iraq (considered as one of the developing 

countries) and evaluate the risks and advantages. 

Furthermore, the design of this study is to investigate by conducting a questionnaire survey 

with organizations such as telecommunication, banking, universities, IT technology, government, 

industries, and other sectors to find out the outcome of this research. Moreover, conducting an 

interview survey with cloud provider companies by a phone call or face to face to investigate more 

about cloud services, deployment models, and the main challenges that face enterprises when 

utilizing cloud computing. The following Figure 4.1 illustrates the case study design category [41]: 
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Figure 4.1. The fundamental category of design related to the case studies 

4.5.   Data Collection 

 

The mechanism for collecting the main data in this research conducted by the researcher 

were interviews and questionnaires. The reason behind the interviews is to collect the needed 

information from the experienced people from the cloud service providers and the main operators 

that use cloud services, as this information represents their opinion of cloud computing subjects 

[42]. From the interviews, the data collected in two parts. In the first part, various interviews were 

conducted with cloud service providers with technical and consultant resources by a phone call to 

gather enough information related to the advantages and disadvantages of cloud computing, 

especially security and cost concerns focused on in detail. In the second part, three interviews were 

conducted face-to-face with the managers and director of big operators in the telecommunication 

sector as they were using cloud computing services to collect the needed information and know the 

challenges from their perspective and how the main concerns are affecting their businesses.  
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This face-to-face technique allowed the researcher to go in deep into the interviewees’ 

knowledge to gather the extreme data from this process. All the interviews were recorded and noted 

during the interviews in order to be written in the appendix section. The survey questionnaires, it 

was conducted online and targeted to the experienced IT people only with whom they have 

knowledge of the cloud computing area, or they are working in companies or any organization that 

use cloud services. All the detail for both techniques is discussed in this chapter in the empirical 

study section. 

The data collection is done by conducting an experimental study to collect the primary data 

directly from the cloud providers and other companies that use cloud services using both qualitative 

and quantitative methods. Thus, the main data collection method used in this research is called the 

mixed-method by gathering information using qualitative and quantitative data collection. The 

following Figure 4.2 describes the research options [41]: 

 

 

 

Figure 4.2. Research Options 

A mixed-method supports the data gathering to be validated over the outcomes from the 

methods used in this study that are qualitative and quantitative methods [41]. 

Most of the interviews were conducted through the phone call once permission was taken 

from the interviewees. However, some of the interviewees choose the mechanism of the interview 

by email according to their request since they did not enough time for the call. In fact, face-to-face 

interviews are more efficient than online or phone for collecting more information. 
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4.5.1.   Data Analysis 

 

Data analysis is the procedure of collecting statistical data and other techniques to report, 

evaluate, explain, and summarize the data. In fact, the researchers are always analyzing all kinds 

of observations for all the gathered data during the data collection milestone [44]. 

The raw qualitative data that is gathered from the interviews reproduced and explained in 

appendices. Moreover, the needed coding and analysis were completed for an appropriate data 

demonstration and analysis. For the quantitative data collected from the questionnaire, the data has 

analyzed by using SPSS statistics and presented through tables and charts such as bar charts, 

histogram charts, pie charts, and others [45].  

The SPSS statistics is a software platform used for all kinds of data analysis and evaluates 

the data for the researchers. This program is also used for complex statistical data in the best way 

to present the analyzed data by tables and all kinds of charts [45]. 

The qualitative and quantitative data are analyzed and present in the next chapter, which is 

the result and discussion. The discussion has presented in the next chapter using the primary data 

collected during the survey and the existing data in the literature review to find out the aim of this 

research and answer the research questions. 

 

4.5.2.   Reliability and Validity 

 

In the research, the reliability and validity of the data collection should be considered for 

both quantitative and qualitative methods [46]. The reliability is a characterization of the population 

and regularity of the outcome. It means the result should be the same as the previous result using 

any research methods; the result needs to be repeatable and stable. However, the validity refers to 

trust and truth; for example, "does the respondent feedback trustable and truth?”. Data validation 

was conducted in this research using a triangulation technique in data collection, for instance, 

conducting interviews with the main three organizations such as cloud service providers, operators, 

and enterprises using cloud computing. All these details are explained in the next section of this 

chapter. 

Quantitative and qualitative methods are used in this research to collect the required data. 

The interview questions focused on the experience and basic processes, risks, advantages of cloud 

computing by combining unstructured questions containing direct questions in order for the result 

to be comparable and be reliable [46]. 
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The mixed-method using in this research may be considered to measure the result of the 

study and confirm the reliability. In addition, since this research collected the data from various 

types of enterprises, organizations, and different sources, it increases the validity and reliability of 

this research [41]. 

 

4.5.3.   Sampling 

 

The sampling method is to sort out the group from a population to collect and gather the 

data for the research. The data sample size is stated that the quantitative study is bigger than 

qualitative research. The popularization has a minimal concern in the qualitative analysis [47]. A 

proper sample volume and an accurate set of respondents are very important to achieve the research 

aim since incorrect sampling can lead to inapplicable results. 

 

The chosen sample of the respondent for questionnaires and interviews is the audience that 

experienced in cloud computing technology, and IT consultant or solution engineers in the cloud 

providers, and the enterprises that are utilizing cloud services. This study collected the required 

data from the audience based on empirical study. The people who conducted the interviews or 

questionnaires are major respondents to listen to because they are related people to the subject of 

cloud computing. Their knowledge, experience, role, and responsibility in using cloud services and 

their forecast about the concerns and challenges of cloud computing can significantly enhance the 

result of this research. Moreover, the targeted people who are working at any organization that uses 

cloud computing at any level are having the latest knowledge of cloud computing challenges and 

these concerns that are affecting the enterprises. In the research methods, there are four types of 

sampling techniques, such as stratified sampling, systematic sampling, clusters sampling, and 

random sampling. In this thesis, a random sampling technique has been used that the samples are 

chosen randomly in order for the result to be unbiased [47]. Thus, these people are selected for the 

empirical phase and data collection phase to have the needed data to analyze and meet the research 

requirement. In below Table 4.1 the number of respondents for the survey presented:  

Table 4.1. Number of the respondents for questionnaire and interview 

Organizations Number of Interviews Questionnaire Respondents 

Cloud Providers 7 0 

Operators/Enterprises/Universities/Others 3 56 

Total 10 56 
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The goal of sampling is to discover the characteristics of a larger population by selecting a 

limited sample of the population as representative. Then the data related to the interview, 

questionnaire, and other forms of that sample can be collected and analyzed. The criterion for 

determining the sample size is believed to be saturation; that is a condition of an adequate amount 

of assailable data. On the other hand, this criterion can be difficult to define because researchers 

can state how adequately the volume of their collected data is arbitrary [48]. In this study, 

estimating the sample size cannot be achieved for two reasons. First, the size of the population is 

unknown. Second, there is no prior estimate of the occurrence of the phenomena investigated in the 

population.  

 

4.5.4.   Ethical Statement  

 

The data in this research was collected through multiple cloud service providers, operators, 

companies, and organizations. Due to having a good network and relationship with the IT 

companies and organizations by the author and as he is working in a telecommunication company, 

he could manage to contact the targeted IT experts to conduct the questionnaire and interviews. A 

copy of the questionnaire sent to the respondent who has cloud computing knowledge and ethical 

statement provided in the introduction of the survey to ensure their data privacy, they have been 

informed that their name and company names will not be shared, and after publishing this research, 

their data should be deleted [40]. 

 In addition, a copy of the interview form sent to the interviewees before the interview starts 

to have enough information about the topic; also, their concerns have been answered in as detail as 

possible. All the privacy and ethical statement were conducted; furthermore, the attendance for the 

interviews and questionnaire was voluntary. Besides, the respondents had the right to pull back 

from the survey and recall their data at any time once this research was submitted. The template of 

questions is designed to mitigate any irritation, such as confusing questions related to any bad 

aspect of their company [42]. 
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4.6.   Empirical Data Collection Methods 

Empirical data collection aims to validate the theoretical results with the help of empirical 

analysis and to understand the innovation and to deal with cloud computing. The experimental 

methods used in this research are the interview survey and a questionnaire survey. Experimental 

data is data collected for the first time and is based on peoples’ experience [43]. Experimental data 

can be collected using both qualitative and quantitative data collection methods. Quantitative data 

collection methods are used to collect numeral data, while qualitative data collection processes are 

used to collect experimental data that cannot be quantified. Common data collection methods in 

empirical research are presented in the following subsections. 

 

4.6.1.   Interview Survey 

Interviews were used in this research is to collect empirical data using the qualitative 

method. The interview as a source of experimental data has advantages and disadvantages [44]. Its 

advantage is that it helps the researcher to answer the research questions by providing reliable, 

accurate, and relevant data. The downside is that it needs better preparation than questionnaires. 

The part that takes the most time is communicating with the interviewees and checking the 

schedule. For this research, (10) interviews were conducted. Three out of seven have been with IT 

managers of top operators located in Iraq, and the interviews were conducted face-to-face as I leave 

there. The remaining seven interviews were with the solution engineers, an IT consultant, IT expert 

based on their role as cloud computing service providers that located in different regions such as 

Lebanon, Australia, Dubai, Saudi Arabia, Kuwait, and Iraq, and the interviews conducted over the 

phone and email. 

 

The interviewees were all IT professionals at different levels of the organizational 

structure. This includes a comprehensive view of the cost and security impact of cloud computing 

on their organization, as well as knowing how to prevent potential risks. The cloud computing 

provider has been chosen to show both the customer and provider perspectives on the topic of 

research. The list of the organizations, their responsibility, the role of the respondent, the duration 

of the interview, and the type of interviews are presented in the following Table 4.2: 
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Table 4.2. Interviewed Organizations 

Organization Business Activity Job Title Duration Interview Type 

Operator (A) Telecommunication Enterprise Administrator 

Expert 

40 Minutes Face-to-Face 

Operator (B) Telecommunication Linux Server & Storage 

Administrator 

35 Minutes Face-to-Face 

Operator (C) Internet Service Provider IT System Administrator 33 Minutes Face-to-Face 

Company (D) Business Solutions, Cloud 

Provider 

Cloud Solution Architect 34 Minutes Phone Call 

Company (E) Continental Information 

& Telecom Services 

DB & Cloud Consultant 29 Minutes Phone Call 

Company (F) Enterprise Service 

Solutions 

Senior Technical Engineer 30 Minutes Phone Call 

Company (G) Business Solution  AWS Cloud Practitioner 30 Minutes Phone Call 

Company (H) VM & Cloud Provider Senior System Engineer 28 Minutes Phone Call 

Company (I) Cloud Provider Cloud Consultant 25 Minutes Phone Call 

Company (J) Cloud Provider Lead Security Consultant  29 Minutes Phone Call 

 

 

For the interviews, an unstructured approach was used, allowing new questions to emerge 

in accordance with responses given [44]. The interviews were recorded and transcribed to enable a 

more through analysis of the empirical material. When the empirical material was collected, a data 

coding and analysis of the observed data conducted. 

This interview aimed to examine the impact of cloud computing on organizations about 

cost and security. Moreover, the cloud computing types and the enterprises' services are explained 

and discovered in this interview. Furthermore, collecting the data associated with cloud computing 

deployment models and service delivery models, as they are affecting the cost and security 

according to the size of the organization and the deployment model and services. The sample of 

questions has been designed in a way to follow the research questions and objectives [44]. A sample 

of interview questions has been provided in (Appendix 1). 

 

4.6.2.   Questionnaire Survey 

The questionnaire survey was conducted in this research to collect empirical data based on 

the quantitative data method to have a large set of numerical data related to the objective of the 

research to come up with the result as presented in the next chapter by tables and charts. The 

questionnaire contains about 17 questions, designed as a structured questionnaire that the questions 
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are closed-ended, multiple choices, likert scale, nominal, rating, and 'yes' or 'no' questions. This 

questionnaire aimed to collect statistical data from the IT experts working in organizations that use 

cloud services in order for the result to be reliable. A sample of the questionnaire questions 

presented in (Appendix 2); the questions are designed to have numerical data to meet the research 

requirement. 

The result and outcome of the conducted survey and questionnaire are presented in the next 

chapter that is result and discussion. The collected data has been analyzed using SPSS statistics in 

an appropriate way and presented by tables and all types of charts. Moreover, a discussion was 

presented along with a comparison between the survey result and the previous result that was 

already discussed in the literature review [45]. 

 

 



5. RESULTS AND DISCUSSION 

5.1.   Result 

The objective of this chapter is to report the collected empirical data from the 

questionnaires and interviews; it presents the results by tables and charts to be more understandable 

by the readers. It includes the ideas from the respondents of the conducted survey related to the 

cloud computing challenges concerning cost and security. All the respondents were IT expert in the 

field of cloud computing; thus, their opinion about the research questions are valid [49]. This 

chapter dedicated a section for discussion related to the analyzed result from the survey and the 

existing researches in the literature review. Moreover, it presents a comparison between the 

outcome of this research and the previous studies.   

 

5.1.1.   Interview Result 

 The interviews conducted in this research divided into two parts; the first case study was 

three interviews with the operator companies located in Iraq; a sample of the transcribed interview 

is presented in (Appendix 3). The collected data from these interviews were qualitative data; the 

analyzed results were according to the research objective.  

 For the second case study, seven interviews were conducted with the companies that provide 

cloud service solutions; they are located in Lebanon, Australia, Dubai, Saudi Arabia, Kuwait, and 

Iraq. The interviewees had professional technical certification in cloud computing such as AWS 

cloud practitioner and MS Azure expert, and they were cloud practitioners. Thus, their opinion 

related to the research question is reliable to meet the research requirement.  

 The empirical findings for the conducted interviews (ten interviews) were based on the 

qualitative data collection, and their idea and opinion related to the questions are collected and 

analyzed; the results are presented in the following tables with each interview question. 

 The interview questions asked in the interviews were nine questions designed to answer the 

research questions related to the security risks, cost benefits, security benefits, cost disadvantages, 

best deployment solutions, and best service delivery models that fit all sized enterprises. Moreover, 

their suggestion for enterprises before going to use cloud computing. The result of the questions 

and their opinions presented by tables in the following: 

 

1-Essential concerns before adopt to cloud computing: The interviewees’ opinions for the Q1 

and Q2, which are related to the reasons that enterprises use cloud computing, and the main 

concerns before migrating into cloud computing are presented in the following Table 5.1:  
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 Table 5.1. Interviewees’ opinions of the main concerns that enterprises use cloud computing   

Interviewee The result of their opinions about the main challenges to adopt cloud computing services 

A 

Cloud computing is having a great impact on growing business and help to catch the latest 

technology to increase process efficiency. Moreover, having a measurable impact on cost 

reduction and other benefits will reduce the time of environment implementation. In 

addition, there are several points that need to be concerned before going to the cloud, such 

as adaptability, security, integration, migration, and scalability. 

B 

There are two points that make the enterprise companies go for the cloud, the first, to have 

the disaster recovery site in the cloud in order to have business continuity up and running. 

The second point, the solutions providers are pushing the enterprise company to go to the 

cloud by providing many services that do not exist in on-premise environments. The main 

concerns are cost models, data protection, data security, and the migration process. 

C 

Moving to the cloud supports the enterprises for data backup and data recovery. The 

providers will guarantee their customer data availability and accessibility. Cloud 

computing has several solutions intended to protect and recover your data. Before you 

decide to go to the cloud, there are several things to take into consideration, such as security 

risks, cost model, data storage, SLA, skilled resources. 

D 

Due to less cost and easy managing and availability, most of the enterprises using cloud 

services such as Email services, MS365, and other services. Another point that 

organization thinks about it is that cloud computing saving money and gives high 

performance. Before going to the cloud, you need to classify your application and your 

requirement in order to do your analysis and decide. The major concern is latency, data 

locality, and data accessibility. 

E 

Companies no longer need to build data centers as cloud providers can provide the same 

environment over the internet, with less cost and having availability and business 

continuity. In addition, the providers are responsible for handling the management, 

maintenance of the platform, storage, backup, and some security features. 

F 

The enterprises need to migrate into the cloud due to IT trending, the vendor offers, and 

the complexity of the upgrade, updates, and management. The main concerns before 

migrating into the cloud are the size of data, number of systems, and version of OS, 

application compatibility, and data security. 

G 

When enterprises move into a cloud environment, they will save money as they only focus 

on the OPEX. It is minimizing the IT investments in infrastructure and pay attention to 

improving the quality of the services. The need to take into consideration the coming 

future, the internet connection, their existing infrastructure, the knowledge of their IT 

department. How are they gone move, what will be the design? Is there any specific 

application that will move to the cloud or all the services? 

H 
Enterprises are migrating to the cloud to have the instant infrastructure for a specific 

project that requires the compute requirements for a short specific time, DR use cases. 
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They need to make sure that there are no government regulations for moving data to the 

cloud; this is usually a showstopper. They have to take care of security for data in the cloud 

and user access. Also, to take care of the cost. As well as sometimes, I see customers 

adopting multi-cloud solutions because of the services provided by these cloud providers. 

Customers should think about how they should operate multi-cloud solutions. 

I 

Enterprises need to migrate to the cloud for agility, speed, and scale that is not possible 

on-premise and global expansion. Enterprises spend a considerable amount of time 

guessing their capacity needs, planning, and commissioning hardware. 

J 

The enterprises started to face huge challenges when it comes to different technologies 

being utilized inside their companies and all the overhead that comes from those different 

technologies. The maintenance and operation cost of on-premise technologies is increasing 

rapidly, while the talents needed to manage those technologies are scarce and expensive. 

The main concerns before migrating into the cloud are cost evaluation, security, and 

liability or legal responsibility. 

 

 

2-Cost advantages: The interviewees’ opinions of Q3 that is related to the cost benefits of using 

cloud computing by enterprises have been presented in the following Table 5.2: 

 Table 5.2. Interviewees’ opinions on cost advantages   

Interviewee The result of their opinions about cost advantages 

A 

Cloud computing is having an impact on reducing costs. The minimized cost is for 

operations, IT spending, maintenance, hardware, administrative, staff, and physical 

location (data center). 

B 

When an enterprise decides to go to cloud computing, the cost will be the main concern 

for whom they think about before they got the cloud because it reduces the cost of IT 

spending, staff and resources, management, maintenance, operations, extra hardware. 

C 

When the enterprises move their data into the cloud, they do not need to purchase hardware 

or software. The providers are responsible for the operation, maintenance, upgrades, 

security, network, availability, and other services. These advantages will save costs for 

enterprises. 

D 

The major cost advantages are you will pay based on consumption. For startup companies, 

it helps them to build their environment quickly and less costly. Reduce administration 

costs; you need just one cloud resource for administration. In addition, flexibility scales up 

and down according to your business; in this case, you will save costs. 

E 

Cloud providers are pushing companies to use the cloud services as they require less cost 

and easy to manage, no need to purchase physical hardware and manage them in the level 

of storage, administrator, maintenance, backup, etc. Saving the cost is the main advantage. 

F 
The main cost advantages are to minimize the cost of expenses such as hardware, IT 

spending, IT staff, data center, power, cooling, and etc. 
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G 

The main advantage of the cost when enterprises use cloud computing is saving the cost 

as they no longer deploy the data center, purchasing hardware, storage, servers, network, 

etc. 

H 

Usually, there are no cost savings, and some time you pay more. Depending on the use 

case, there are tools that can estimate the cost and tools that you can run to monitor the 

cloud solution for governance and suggestions for downsizing to save cost. 

I 

Moving from a CAPEX model into an OPEX one is advantageous. Start-ups no longer 

need considerable capital investment to procure hardware, software, and licensing to kick 

start a business. IaaS provides tooling to build cost accountability and paves the road 

towards cost operations. 

J 

The cost advantages of cloud hosting can be around saving in the long term of the total 

cost of ownership of certain technology or system. Saving comes from not investing 

upfront and treat all investment as an operating cost. Operation costs can be easily 

controlled and fine-tuned compared to CAPEX sort of investments. 

 

 

3-Cost risks: This research has discovered the main risks of cost besides its advantages different 

from other researches. The interviewees’ opinions of Q4 that is related to the cost risks of using 

cloud computing by enterprises, the results have been presented in the following Table 5.3: 

 Table 5.3. Interviewees’ opinions of cost risks 

Interviewee The result of their opinions about the disadvantages of cost 

A 

The main risk is the hidden costs of cloud computing. There are many factors that require 

careful cost calculation before moving to the cloud. For example, analyzing the service 

characteristic and application services interfaces, because using specific interfaces may be 

the cloud provider will charge extra costs. 

B 

The main cost risk is not having an intelligent resource to work in cloud technology 

because most of the cloud providers offering huge options and services. Thus, expert 

resources are needed to choose and select the best options without having many costs. 

C 

Cost risk can occur if there is a requirement to retain data in a specific region because 

operating costs vary from country to country. To mitigate these costs, you need to offload 

web traffic to the content delivery network (CDN) and reduce the load on cloud servers. 

D 

It depends on who your administrator is. Enterprises need a very skilled resource to shut 

down the feature that they are not using it. Another cost risk is that some enterprises do 

not have a clear understanding of the cloud deployment model and the delivery services. 

They think that cloud is very cheap. However, when adding additional services that might 

you do not need, such as adding additional security layers and firewalls. Thus, you need to 

put your work static on the cloud and do not make any changes because of extra cost. 

E 
It is a good option for small enterprises to deploy their system directly in the cloud, and it 

will be easy. However, the enterprises that have the existing system in the on-premise data 
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center need to decide which systems are the best choice to work before migrating into the 

cloud. If the enterprises do not evaluate these risks, it will cost more than expected. 

F 

The total cost of ownership is lower; however, in the public cloud, when budget cuts or 

any payment issue happened, the access might be stopped. Moreover, the cost model of 

the cloud needs to be evaluated by a good resource. 

G 
The cost risk is to wrongly estimate the needs and provisions resources more than what 

they required. 

H 

Cloud providers sometimes charge you for bandwidth usage, which is a hidden cost that 

customers do not take into considerations. For developers and end-users who have the 

instant infrastructure, they start asking for more, and I have seen many allocated solutions 

that are not in use, and still, customers are paying for it. So there should control over how 

to request the infrastructure, for how much time, and who is responsible for freeing up the 

resources. 

I 

Cost control and continuous monitoring are necessary. Setting up controls, budgets, and 

monitors are key to avoid bill shocks. Balancing commitment-pricing models with pay as 

you go is important to optimize your baseline running costs and take advantage of the 

flexibility of the cloud. 

J 

If the enterprise customer is not aware of the cloud vendor landscape and technologies, he 

might be paying a lot on unneeded licenses and hardware or software to host his public or 

private cloud. The optimization of the cost versus performance is always a challenge. 

Performance monitoring and optimization can save a lot of money when it comes to 

utilizing a pay-as-you-go kind of license. 

 

4-Security risks: The interviewees’ opinions of Q5 that is related to the security risks of using 

cloud computing by enterprises, the results have been presented in the following Table 5.4: 

 Table 5.4. Interviewees’ opinions of security risks 

Interviewee The result of their opinions about security risks 

A 

The public cloud is like an empty house; the same hardware and software will be shared 

between many users, so migrating sensitive data to the public cloud has a risk of theft of 

intellectual property to the sensitive data by the cybersecurity attacker. For example, 

malware infection or phishing attacks and data birches will cause the lost revenue and 

sometimes trust relationship between the end-user and enterprise companies. 

B 

The main security risk is related to sensitive and confidential data; for example, CDRs 

from telecom companies are sensitive data, and it is risky to put these kinds of data in the 

cloud due to data leakage, data stolen, sharing resources, attackers, and others. 

C 
There are several security risks in cloud computing like data loss, data breach, vendor lock-

in, account hijacking, denial of service attacks. The major risk is data loss. 

D 
For the security risks, since the environment connected over the internet, it is very risky if 

a mistake happened, a skilled security resource required to manage the environment, and 
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risk always exists, such as data loss, attacking and etc. However, when having its own on-

premises data center, the environment will be more secure and easy to manage. Another 

important security point is the replication of data centers. It means having disaster 

recovery. It is very important to agree with cloud providers on the location of the 

datacenters and have the disaster recovery in case a security issue happened. 

E 

The main security issues are data privacy, data breached, and attacking. Companies are 

afraid to move into the cloud because of their sensitive data. It is difficult to move into the 

cloud and find the best solution provider to trust him and put your data in the cloud. 

F 
The main security risk is cloud attack; data passes through the internet that raises the risk 

of sensitive data loss and internet connection loss in case of the public cloud. 

G 

Always there is a security risk on-premises as well as on the cloud; the breaches and DDoS 

attacks are mainly ones the higher risk. Nevertheless, cloud providers such as Amazon and 

Microsoft keep investing in security to avoid such a situation. 

H 

When customers are moving to the cloud, they think that the cloud provider will provide 

security solutions by default, and this is not the case. These should be requested. The other 

risk is the access for a remote employee, is this access secured? How are they securing the 

end-user access? How are they protecting themselves from malware, DDoS attacks?  

Usually, the on-premise customer uses parameter firewalls, while now, for the multi-cloud 

solutions, they should think about per workload firewalls, next-generation antiviruses, and 

so on. 

I 

A cloud provider is responsible for the security of the cloud, while a customer is 

responsible for technology on the cloud. Making proper use of cloud security tooling is 

key. Building a ground zero security culture is lifesaving. Security is everyone’s 

responsibility. 

J 

The main risk of an external cloud vendor is how it will secure the customer data and how 

the customer makes sure that the cloud vendor is properly protecting his information. The 

second risk is the lack of visibility because the cloud vendor either does not have the 

visibility tool to give them to their customers or operate in a black-box style due to legal 

and geopolitical restrictions. From the point of customer due diligence, it is very important 

that the customer can classify his data in order to assign the proper security controls to the 

data that shall be hosted on an external cloud vendor. 

 

5-Security Advantages: The interviewees’ opinions of Q6 are related to security risks when using 

cloud computing by enterprises. This research explored the security benefits that cloud providers 

offer to enterprises and push them to use cloud services. The results have been presented in the 

following Table 5.5: 
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Table 5.5. Interviewees’ opinions of security benefits 

Interviewee The result of their opinions about security benefits 

A 

Cloud service providers will always offer more security and data encryption options. The 

solution providers offer enterprise companies to migrate their services to the cloud and 

protect expertise. For example, service providers offer an additional security feature based 

on cloud solutions such as (two-factor authentication), and this feature can be easily 

enabled and deployed on the cloud service, as it is not available in an on-premise 

environment. 

B 

When companies migrate into the cloud, the providers are responsible for securing your 

data and secure access to your data. The cloud provider should encrypt the data, enable 

dual-factor authentication, data protection, data security, use the latest generation of 

firewalls. It is the cloud provider's responsibility to secure your data. Also, you can ask the 

provider to enable VPN to make sure only needed customers can access your data and limit 

them worldwide. 

C 

The security benefit is that the cloud providers are providing various features to control 

the network and security levels. For example, providing extra security solutions for data 

protection, improve protection against DDoS attack, flexibility, and high availability. 

D 

For security, the advantages such as ease of access, pay as you go, and flexibility, some 

extra security level that does not exist in an on-premise environment; however, it is not 

more secure than the on-premises environment. 

E 

The cloud providers are taking responsibility for the security and network by providing the 

latest security features such as data identity and data encryption using the updated 

protocols. 

F 
The cloud providers are providing security standards using the updated technology, also 

provides data protection and data backup. 

G 

They will not be the one who invests on the security infrastructure; it is the cloud providers’ 

responsibility to secure the environment, which allows them to save some money and be 

more secure. 

H 

If they follow the best practices for the cloud provider for cloud solutions, they might get 

the benefits. Since cloud providers are protecting many customers, they deploy ML/AI 

solutions that give more insights into the attacks that happen to other customers to protect 

the environments. 

I 

Given that cloud providers take care of the security of the cloud, enterprises do not have 

to bother with physical security (i.e., data centers, hardware). Enterprises can focus on 

securing their applications and make use of the various security tooling of the cloud and 

the considerable observability that is challenging to achieve on the on-premise. Cloud 

providers provide best-of-breed security best practices that require unattainable experience 

to be availed on-premise. 
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J 

Individuals and SMB enterprises typically do not have the proper budget to secure or 

control their important assets; thus, cloud for them are favored options. The large cloud 

providers such as Amazon, Google, and Microsoft are investing heavily in securing their 

cloud data center and customer information. Those large vendors have a very generous 

security budget and do not want to lose the customer faith in their services; hence, they 

invest a lot in security technologies and services in order to secure customer data and 

assets. 

 

6-Cloud computing deployment models: This research has discussed the cloud computing 

deployment models, and by collecting qualitative data from the interview method, it has discovered 

the best deployment models that fit all sized enterprises. The opinions from the interviewees’ on 

Q7 and the results are presented in the following Table 5.6: 

 

Table 5.6. Interviewees’ opinions of cloud computing deployment models 

Interviewee The result of their opinions about cloud computing deployment models 

A 

Cloud deployment models will be selected based on the type of companies. For example, 

small companies with non-sensitive data always will go with the public cloud, but the 

medium and large companies will select the private cloud, which offers extra security for 

sensitive data. 

B 

For small and medium companies, choosing a public cloud is a very good option. It gives 

them time-consuming, reduces costs. However, it depends on the level of services that these 

companies are providing. If they serve an application used by all customers worldwide, then 

definitely, they need to go with a public cloud, but if their application is used by a targeted 

customer inside their country, it is better to go with a private cloud. The big enterprise 

companies are already semi-private cloud providers for themselves and have a private cloud 

environment. However, they can get some solutions in a public cloud such as security 

features, MS Office 365. 

C 

In my opinion, the public cloud is a good choice for small and medium enterprises; however, 

it is not a good choice for security reasons. The private cloud is more suited for big 

enterprises as it provides a high level of security. 

D 

For selecting the deployment model for the types of cloud computing, it depends on the 

workload. In addition, the enterprises need to highlight their requirement and select the best 

deployment model based on the analysis of their requirement. However, generally, the 

public cloud is suitable for small enterprises, and the private cloud is suitable for small and 

big enterprises. 

E 

Selecting the deployment models depends on the companies’ requirements. Commonly, 

cloud computing is good for small companies, and the private cloud is preferable by big 

companies. 
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F 
For a small company, the public cloud is a good choice. For the medium and large 

companies, both private and public cloud is a good option due to the sensitive data. 

G 

Depends on the company needs and policy as well as the government rules, some 

government does not allow for sensitive data to be on a public cloud or on a cloud outside 

the country. 

H 

I would go with a hybrid cloud. For all enterprises, there is data that should stay in the 

private cloud for security/data locality purposes. As well, you will need the public cloud for 

the use cases mentioned above. Therefore, a hybrid cloud solution is the best for enterprises. 

I 

The public cloud is the way to go (unless the aim is to be a cloud provider). Private cloud 

means that businesses will have to over-provision their capacity, take care of layers of 

security, and still restricted in terms of global reach and scale. On the other hand, emerging 

technologies that require ultra-low latencies (i.e., 5G and IoT) rely on a hybrid model with 

edge devices at locations closer to their users to secure lower latencies and ultimately 

integrate with the public cloud for functions that do not require the same latency 

requirements. 

J 

Each organization has a different scenario and work needs. The cloud deployment model is 

selected based on serval factors such as cost, company strategy, current challenges, and 

future roadmap. Small and medium companies are very suited toward the public cloud 

model, while large enterprises always favor the hybrid cloud models because of the 

flexibility and combination of operation savings and risk balance. 

 

 

7-Cloud computing service delivery models: This research has discussed the cloud computing 

service delivery models, and by collecting qualitative data from the interviews, it has discovered 

the best services that fit all sized enterprises. The opinions from the interviewees’ on Q8 and the 

results are presented in the following Table 5.7: 

 

Table 5.7. Interviewees’ opinions of cloud computing service delivery models 

Interviewee The result of their opinions about cloud computing service delivery models 

A 

The small size enterprise companies always will select the SaaS service for using email or 

small application services. However, medium and large-size companies will select “PaaS 

and IaaS” based on the application or platform of migration that they were going for it. 

B 

For small companies, not need to go with IaaS since they have a single application, or they 

do not need to go for PaaS; they need to go with SaaS. For the medium companies, the 

situation will be different according to the size of businesses that they have; PaaS and SaaS 

are good options for them. For a big company, they will not get that benefit to SaaS; 

mostly, they need IaaS or PaaS. In addition, it depends on the type of services that they 

have. Again, if a big company needs to have a DR site, they need to go with IaaS. 
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C 

The SaaS model is a good option for startup enterprises, as they cannot invest a huge 

amount of money in deploying a data center. The PaaS model is a good choice for both 

medium and large size enterprises, just having a skilled IT expert to manage the platform. 

In general, IaaS is used by large enterprises. 

D 

All of the cloud services are valid for all types of enterprises. However, the services are 

used as SaaS useful for all types of enterprises, especially small enterprises such as MS 

Office 365. The PaaS is used by medium or large enterprises such as Oracle DB as a 

service. The IaaS is used by large enterprises. 

E 

Actually, IaaS providing all computer resources to the customer, and it's more expensive 

than other services; thus, it is more suits the big companies. The PaaS provides the platform 

and database usually used by a medium size company. SaaS can be used by all company 

sizes, especially small companies. 

F 
For small companies, SaaS is a good choice; for medium companies, both PaaS and SaaS 

can be used. For large companies, IaaS and SaaS can be used. 

G 
Choosing a suitable platform is related to the application that would be provisioned. If it 

is a mail server web application SaaS would the perfect match. 

H 

It depends on the use cases and the expertise that the customer has, despite the enterprise 

size. SaaS is good for a customer that does not have administrators to manage the apps. 

For house developed applications, sometimes IaaS in better.  As for PaaS, you can use it 

if you have the application team to care about the application. The usual problem is the 

updates for the infrastructure.  For Small businesses, I see they go with SaaS since they 

usually have small teams to manage the applications. 

I 

The right mix is the solution. Small, medium or large enterprises can host their core 

application on AWS using EC2 (IaaS), use Salesforce for their sales pipelines (SaaS), and 

make use of AWS Lambda (PaaS) for their automation and web API. 

J 

There are many factors that help the customer to make up their mind on the models that 

are the best. IaaS and PaaS are ideal options for Large customers. SaaS is favored by SMB 

business because of its flexibility and added benefit. Large customers can adopt different 

models depending on their needs and future business plans. 
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5.1.2.    Questionnaire Result 

 After conducting an online questionnaire with the related IT experts working in 

organizations that uses cloud services, the total participants that answered the questionnaire were 

56 respondents. The total number of questions was 17, and the questionnaire was designed as a 

structured questionnaire. The collected empirical data, which are quantitative data, have been 

analyzed by using SPSS statistics software [46]. The analyzed data by the SPSS tool has been 

presented for each question by tables and charts in the following: 

 

The respondents that participated in the questionnaire are mostly IT experts and then IT 

advisors. All job titles are presented in the following Figure 5.1: 

 

Figure 5.1. Respondents Job Title 

 

Most of the respondents are working in universities, education, telecommunication, ICT, 

and business solutions sector. In the following Figure 5.2, the company sectors are presented: 
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Figure 5.2. Company Sectors of the Respondents 

 

 

Q1-What is your position level in your company/organization? 

For the first questions, which is related to the seniority level in their position in the 

company, according to the answers, most of them are middle or senior levels. The statistics are 

presented in the following Table 5.8: 

 

Table 5.8. Seniority Level of the Respondents 

Seniority Level Frequency Percent 

Senior 25 44.6 

Middle 28 50.0 

Junior 3 5.4 

Total 56 100.0 

 

 

Q2-Which type of cloud services your company is using or you see suitable to use? 

Out of 56 participants, 38 of them are using SaaS service delivery, and 14 of them are using 

PaaS service; the remaining 4 are using IaaS service delivery, see below Figure 5.3: 
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Figure 5.3. Used Cloud Service Delivery by Participants 

 

Q3-Based on the answer to question (2), how the migration of the application to the cloud 

handled? 

Out of 56 respondents, 37 of them have migrated their application by their technical staff, 

and 12 of them used technical staff with the help of a consultant; the rest used outsource company 

for the migration as presented in the following Figure 5.4: 

 

Figure 5.4. Migration Process by Participants 
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Q4-Which solution do you suggest the most suitable for your organization? 

According to the answers, 22 of them are suggested a private cloud, and 22 respondents 

are indicated a hybrid cloud; the remaining answered the public cloud. We can state that, due to 

security reason, most of them are suggesting private or hybrid cloud as presented in the following 

Figure 5.5:  

 

 

Figure 5.5. Suggested Cloud Deployment Model for Organizations 

 

Q5-Do you agree or believe that adopting cloud technology by your company is a wise 

decision? 

Out of 56, 24 of them (42.9%) answered always, and 31 of them (55.4%) answered 

sometimes, and one respondent answered as never, as shown in the below Figure 5.6: 

 

Figure 5.6. Cloud Computing Adoption is a Wise Decision 
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Q6-Do you agree that the cost-benefit is the most challenge that leads enterprises to migrate 

into cloud computing? 

From the respondents’ opinions, it states that most of them are agreed that cost-benefit is 

the biggest challenge that leads the enterprises to use cloud-computing services; the answers are 

presented in the following Figure 5.7: 

 

Figure 5.7. Cost Benefit Leads Enterprises to Migrate into Cloud Computing 

 

 

Q7-Do you agree that security is the most concern for enterprises before going to cloud 

computing? 

Out of 56, 24 of them (42.9%) are slightly agreed, 25 of them (44.6%) are strongly agreed, 

7 of them (12.5%) answered neutrally. The following Figure 5.8 represents the answers: 

 

Figure 5.8. Security Concern from Participants Perspective 

 

Q8-Do you agree that using cloud technology is compatible with most aspects of the 

company’s work? 

According to the participants, 12 of them (21.4%) are strongly agreed, 24 of them (42.9%) 

are slightly agreed, 17 of them (30.4%) answered as neutral, and 2 respondents (3.6%) are slightly 

disagreed, and one respondent answered strongly disagreed. Their answers are shown  in the below 

Figure 5.9: 
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Figure 5.9. Cloud Computing Compatibility with Company’s Aspects 

 

 

Q9-Do you agree that cloud computing is a computing technology that used to minimize 

the cost of company? 

According to the participants, 11 of them (19.6%) are strongly agreed, 21 of them (37.5%) 

are slightly agreed, 19 of them (33.9%) answered as neutral, and 5 respondents (8.9%) are slightly 

disagreed. The participant's answer is presented in the following Figure 5.10:  

 

 

Figure 5.10. Cloud Computing is Minimizing the Cost 

 

Q10-Do you believe that using an application hosted in the cloud is much easier than when 

hosted in on-premise environment? 

The participant's feedback was: 17 of them (30.4%) are strongly agreed, 21 of them 

(37.5%) are slightly agreed, 12 of them (21.4%) answered as neutral, and 6 respondents (10.7%) 

are slightly disagreed. The participant's answer is presented in the following Figure 5.11:  
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Figure 5.11. Comparison between using Application in the Cloud and On-Premise Environment 

 

Q11-Which type of service delivery solutions are more suitable for all sized enterprises? 

According to the answers from respondents, the SaaS can be used by all types of 

enterprises; however, the majority, 36 out of 56, agreed that SaaS is the best choice for small 

enterprises. The PaaS service can be used by medium and big enterprises; however, the majority of 

30 out of 56 agreed that it is the best choice for medium-sized enterprises. Moreover, 32 out of 56 

respondents agreed that it is the best solution for large enterprises. The respondents answered data 

has presented in the following Table 5.9:  

Table 5.9. Identify Best Cloud Service Delivery for Enterprises 

Scope 

 

Strongly 

 Disagree 

Slightly 

 Disagree 
Neutral 

Slightly  

Agree 

Strongly 

 Agree 

Count  % Count  % Count  % Count  % Count  % 

SaaS for  
small 
enterprises 

4 7.1% 6 10.7% 10 17.9% 22 39.3% 14 25.0% 

PaaS for 
small 
enterprises 

6 10.7% 16 28.6% 19 33.9% 9 16.1% 6 10.7% 

IaaS for 
small 
enterprises 

13 23.2% 14 25.0% 13 23.2% 11 19.6% 5 8.9% 

SaaS for 
medium 
enterprises 

4 7.1% 7 12.5% 23 41.1% 18 32.1% 4 7.1% 

PaaS for 
medium 
enterprises 

1 1.8% 10 17.9% 15 26.8% 22 39.3% 8 14.3% 

IaaS for 
 medium 
enterprises 

8 14.3% 10 17.9% 19 33.9% 15 26.8% 4 7.1% 

SaaS for 
big 
enterprises 

7 12.5% 13 23.2% 11 19.6% 15 26.8% 10 17.9% 

PaaS for 
big 
enterprises 

3 5.4% 9 16.1% 19 33.9% 15 26.8% 10 17.9% 

IaaS for 
big 
enterprises 

4 7.1% 8 14.3% 12 21.4% 12 21.4% 20 35.7% 
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Q12-Which type of cloud computing models are more suitable for all sized enterprises? 

Referring to the data answered by the participants, all cloud types can be used by the 

enterprises; however, most of them, 29 out of 56, agreed that the public cloud is the best choice for 

small enterprises. Moreover, the private cloud is more suitable for medium enterprises, as for the 

big enterprises, 33 out of 56 are agreed that the hybrid cloud is the best option for them. The 

statistics are presented in the below Table 10: 

 

Table 5.10. Finding out the Best Cloud Deployment Model for Enterprises 

Scope 

 

Strongly 

 Disagree 

Slightly 

 Disagree 
Neutral 

Slightly  

Agree 

Strongly 

 Agree 

Count  % Count  % Count  % Count  % Count % 

Public 

Cloud  

for small 

enterprises 

8 14.3% 8 14.3% 11 19.6% 14 25.0% 15 26.8% 

Private 

Cloud  

for small 

enterprises 

5 8.9% 16 28.6% 14 25.0% 16 28.6% 5 8.9% 

Hybrid 

Cloud 

for small 

enterprises 

9 16.1% 12 21.4% 16 28.6% 16 28.6% 3 5.4% 

Public 

Cloud 

for 

medium 

enterprises 

6 10.7% 10 17.9% 23 41.1% 13 23.2% 4 7.1% 

Private 

Cloud 

for 

medium 

enterprises 

1 1.8% 7 12.5% 23 41.1% 20 35.7% 5 8.9% 

Hybrid 

Cloud 

for 

medium 

enterprises 

6 10.7% 10 17.9% 19 33.9% 16 28.6% 5 8.9% 

Public 

Cloud 

for big 

enterprises 

10 17.9% 12 21.4% 16 28.6% 11 19.6% 7 12.5% 

Private 

Cloud 

for big 

enterprises 

4 7.1% 12 21.4% 14 25.0% 10 17.9% 16 28.6% 

Hybrid 

Cloud 

for big 

enterprises 

3 5.4% 8 14.3% 12 21.4% 22 39.3% 11 19.6% 
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Q13-In your opinion/experience, do you agree that below are the most cloud computing 

challenges that affect enterprises? 

According to the respondent's opinions regulated to the most cloud computing challenges, 

they agreed that the proposed challenges are critical to be concerned by the enterprises. The 

participants 41 out of 56 have selected data protection as the major cloud computing challenges 

that affect the enterprises, the statistics presented in the below Table 5.11: 

 

Table 5.11. The Most Cloud Computing Challenges 

Scope 

 

Strongly 

 Disagree 

Slightly 

 Disagree 
Neutral 

Slightly  

Agree 

Strongly 

 Agree 

Count  % Count % Count  % Count  % Count  % 

Data 

Protection 
1 1.8% 2 3.6% 12 21.4% 21 37.5% 20 35.7% 

Data 

Security 
2 3.6% 3 5.4% 11 19.6% 16 28.6% 24 42.9% 

Cost 

Management 
2 3.6% 4 7.1% 13 23.2% 22 39.3% 15 26.8% 

Business 

Continuity 
1 1.8% 6 10.7% 18 32.1% 19 33.9% 12 21.4% 

Migration 3 5.4% 9 16.1% 18 32.1% 17 30.4% 9 16.1% 

Lack of 

Expertise 
1 1.8% 11 19.6% 11 19.6% 19 33.9% 14 25.0% 

Compliance 2 3.6% 5 8.9% 22 39.3% 18 32.1% 9 16.1% 

Multi Cloud  1 1.8% 8 14.3% 16 28.6% 23 41.1% 8 14.3% 

Others 9 16.1% 5 8.9% 19 33.9% 16 28.6% 7 12.5% 

 

Q14-The essential positive reasons that enterprises adopt to cloud computing are the 

following. Please rank as many as five that apply from 1 to 5, with 1 being the least important 

and 5 being the most important. 

The participants have selected the cost-benefit as the main positive reason for enterprises to 

adopt cloud computing; the data provided by the respondents are in the following Table 5.12: 

 

Table 5.12. Positive Reasons to Adopt Cloud Computing 

Scope 

1 2 3 4 5 

Count  % Count % Count  % Count  % Count  % 

 Cost benefits 2 3.6% 5 8.9% 8 14.3% 22 39.3% 19 33.9% 

Business 

Continuity 
2 3.6% 6 10.7% 11 19.6% 25 44.6% 12 21.4% 

Flexibility and 

scalability 
2 3.6% 4 7.1% 11 19.6% 15 26.8% 24 42.9% 

Business 

performance 4 7.1% 4 7.1% 10 17.9% 17 30.4% 21 37.5% 

Redundancy 
2 3.6% 5 8.9% 12 21.4% 19 33.9% 18 32.1% 
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Diversification 

of  

IT systems 

2 3.6% 11 19.6% 14 25.0% 19 33.9% 10 17.9% 

Optimization 3 5.4% 7 12.5% 15 26.8% 19 33.9% 12 21.4% 

IT Spending 2 3.6% 4 7.1% 17 30.4% 20 35.7% 13 23.2% 

 

Q15-The main concerns by enterprises before migrating to cloud computing are listed below. 

Please rank as many as five that apply from 1 to 5, with 1 being the least important and 5 

being the most important. 

The main concerns by the respondents are security, availability of data, and the lack of 

resources. However, the majority, 41 out of 56, selected security as the main concern by the 

enterprises. The statistics are provided in the below Table 5.13: 

 

Table 5.13. The main concerns by enterprises before migrate into cloud computing 

Scope 

1 2 3 4 5 

Count  % Count % Count  % Count  % Count  % 

 Security 2 3.6% 2 3.6% 11 19.6% 14 25.0% 27 48.2% 

Availability 

of 

 

Data/Services 

3 5.4% 5 8.9% 9 16.1% 19 33.9% 20 35.7% 

Privacy 1 1.8% 6 10.7% 15 26.8% 10 17.9% 24 42.9% 

Loss of 

control 
2 3.6% 9 16.1% 13 23.2% 16 28.6% 16 28.6% 

Lack of 

skilled 

resources 

3 5.4% 4 7.1% 17 30.4% 19 33.9% 13 23.2% 

Lack of 

knowledge 

on CC 

1 1.8% 10 17.9% 15 26.8% 20 35.7% 10 17.9% 

Losing the  

investment 5 8.9% 11 19.6% 19 33.9% 12 21.4% 9 16.1% 

No 

guaranteed 

 SLA 

2 3.6% 15 26.8% 20 35.7% 13 23.2% 6 10.7% 

Migration 

processes 
2 3.6% 12 21.4% 16 28.6% 20 35.7% 6 10.7% 

Government 

regulation 
3 5.4% 10 17.9% 18 32.1% 13 23.2% 12 21.4% 

 

Q16-According to your experience/opinion, do you agree the main security risks when adopt 

into the cloud computing area are below risks? 

For the security risks, the statistics are provided in the below Table 5.14: 

 

 

 



68 

Table 5.14. The main security risks 

Scope 

 

Strongly 

 Disagree 

Slightly 

 Disagree 
Neutral 

Slightly  

Agree 

Strongly 

 Agree 

Count  % Count % Count  % Count  % Count  % 

 Loss of 

data/Data 

leakage 

4 7.1% 9 16.1% 11 19.6% 16 28.6% 16 28.6% 

Integrity of 

services and/or 

data 

3 5.4% 5 8.9% 17 30.4% 25 44.6% 6 10.7% 

Confidentiality 

of corporate 

data 

0 0.0% 6 10.7% 14 25.0% 22 39.3% 14 25.0% 

Malicious 

attacks 

 (DDoS 

Attack) 

2 3.6% 5 8.9% 15 26.8% 22 39.3% 12 21.4% 

Data Privacy 1 1.8% 10 17.9% 11 19.6% 12 21.4% 22 39.3% 

Malware 

infection 

(phishing 

attack) 

2 3.6% 5 8.9% 16 28.6% 19 33.9% 14 25.0% 

 

 

Q17-What did or does your organization view as the most important benefits of cloud 

computing? Please specify the below factors and give your feedback. 

The main cost benefits answered by the participants are provided in the following Table 5.15: 

Table 5.15. The most important cost benefits 

Scope 

 

Strongly 

 Disagree 

Slightly 

 Disagree 
Neutral 

Slightly  

Agree 

Strongly 

 Agree 

Count  % Count % Count  % Count  % Count  % 

Reduce 
Operational 
Cost 

1 1.8% 8 14.3% 15 26.8% 17 30.4% 15 26.8% 

Management 
and 
Administrative 

2 3.6% 5 8.9% 8 14.3% 30 53.6% 11 19.6% 

Maintenance 2 3.6% 7 12.5% 10 17.9% 15 26.8% 22 39.3% 

Reduce 
Hardware 
Cost 

2 3.6% 5 8.9% 13 23.2% 23 41.1% 13 23.2% 

Reduce Staff 3 5.4% 7 12.5% 15 26.8% 22 39.3% 9 16.1% 

Reduce Data 
Center Cost 3 5.4% 6 10.7% 12 21.4% 20 35.7% 15 26.8% 

IT Spending 4 7.1% 3 5.4% 15 26.8% 22 39.3% 12 21.4% 
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5.2.   Discussion  

The analysis of the collected data has been presented in the result section. The purpose of 

this section is a discussion between the analyzed data from the conducted survey and the literature 

review conducted in this thesis. Based on the research objective, the discussion explored each 

variable that influences cloud computing on enterprises. In the following subsections, the 

discussion has presented for each objective to answer the research questions. 

 

5.2.1.   Cost Impact 

The main interest that brings the business enterprises and consumers into the cloud 

environment is the benefit and advantage of cost. In reference to the previous research explained in 

the literature review states that cloud computing allows enterprises and consumers to decrease 

hardware costs once utilizing the cloud services; they do not need expensive and powered 

computers when using their applications on the cloud [22]. The respondents (A, C, E, F, and G) 

stated that reducing the hardware and IT spending cost is the main advantage of the cost when 

enterprises using cloud computing.  

Besides, according to the research in the literature review, it stated that the enterprises no 

longer need to pay for upgrading their software into the latest version since the cloud provider 

upgrades the applications automatically in the cloud, this is an instance of decreasing the 

maintenance cost, and this includes the software and hardware maintenance [23]. According to the 

conducted interview, the interviewees (E, I, J) stated that moving from a CAPEX model into an 

OPEX is another cost advantage; the enterprises are not responsible for any software or licenses 

upgrade, maintenance, and daily operation. 

Another cost-benefit is that the most famous cloud provider Amazon, developed a new 

pricing model, the users are paying according to the total hours they used the cloud services, and 

consumers are paying for what only they have used [25]. The interviewee (A) consider the pricing 

model (pay as you go) is an advantage of cloud computing that consumers are paying based on the 

consumption. It encourages enterprises to think about cloud computing, and it helps them build 

their environment quickly and less costly. 

According to the research of cost model effectiveness, there is a tool for calculating and 

measuring an organizations’ investment when deciding to migrate into cloud computing; this tool 

is called ROI [26]. Whenever an organization thinks to invest in cloud computing, some 

prerequisites need to be evaluated. The interviewee (A and H) stated that good planning is required 

before migration. Sometimes you should pay for additional solutions that will help you to decrease 
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your cloud spending. The solutions that you have on-premises to monitor and operate might not fit. 

Plan the way back to on-premise since your workload might not fit well on the cloud. 

In reference to the survey done by Flexera in 2020 and discussed in the literature review, 

it discovered that the most interesting thing from this survey is that again cost-saving is the top 

concern for the first quarter in 2020 [27]. According to respondents of Q6 from the questionnaire, 

the majority agreed that the cost-benefit is the main challenge or the main positive reason that leads 

enterprises to go with the cloud. In addition, according to the answers from Q17 of the 

questionnaire, the main cost benefits answered by the participants are management and 

administrative, reduce hardware cost, and maintenance. Besides, the majority have selected the 

management and administration as the most important cost-benefit. 

Although the previous research addressed the advantages of cost challenge in cloud 

computing, enterprises need to study the cost model risks when they are migrating into cloud 

computing [24]. This thesis has discovered the cost risks by collecting empirical data from the 

interviews. The interviewees (A, B, D, and F) stated that the main cost risk is cloud computing's 

hidden costs. Many factors require careful cost calculation before moving to the cloud; thus, good 

skilled resources are needed to evaluate and analyze the cost model. For example, analyzing the 

service characteristic and application services interfaces, because when using specific interfaces, 

the cloud provider will charge extra costs. The interviewees (E, I, J) stated that if the enterprise 

customer is not aware of the cloud vendor landscape and technologies, he might be paying a lot on 

unneeded licenses and hardware or software to host his public or private cloud. 

 

5.2.2.    Security Impact 

To find out the security risks, several questions were asked from the interview and 

questionnaire survey. The results have presented in the previous section. 

Regarding the previous research highlighted in the literature review, security is the main 

concern for enterprises. Enterprises must ensure having data protection and privacy of their 

processed data [28]. The data collected from the questionnaire Q7, 49 out of 56 respondents agreed 

that an enterprise's main concern is security.  

Regarding previous studies, from an enterprise's point of view, they have a big security 

issue when it comes to using cloud services; they need to ensure data integrity and accessibility. 

The major concern is the information system limitation and service availability. This might affect 

business continuity, and those risks need to be resolved. [6]. Moreover, the interviewee (A, B, C) 

ensured that losing data or having sensitive data is the major security issue since the environment 

connected over the internet. 
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The previous research mentioned that security in the cloud needs extra resources to ensure 

that the data is secure [30]. From interviewee (D), he stated that a skilled security resource required 

managing the environment, and risks always exist, such as data loss, attacking, etc. Furthermore, 

Interviewee (J) stated the customer must classify his data to assign the proper security controls to 

the data that shall be hosted on an external cloud vendor; a good security resource will do this. 

In reference to the research mentioned in the literature review, there is an important security 

issue that is privacy. The privacy problems always have an immediate influence on enterprises to 

decide whether to go for a cloud or not because they are indicated straight on the consumers' 

dependence. Moreover, these issues have side effects and concerns related to economic, legal, and 

personal involvement [31]. From the interviewees (E and J), they highlighted that the privacy issue 

is one of the enterprises' obstacles because the cloud vendor either does not have the visibility tool 

to give them to their customers or operate in a black-box style due to legal and geopolitical 

restrictions. Moreover, from Q15 of the questionnaire, 34 out of 56 respondents agreed that privacy 

is one of the concerns by enterprises, and 41 out of 56 are agreed that security is the most important 

concern by enterprises.  

Furthermore, one of the researches highlighted that resource sharing is another issue that 

faces enterprises [30]. The interviewee (B) also argued that when enterprises are using cloud 

computing, they share resources over the cloud. It means that maybe the data from a particular user 

is shared with other parties, which is another security problem. 

Moreover, the previous studies highlight that the deployment models security is different, 

according to the experience; the public cloud is more vulnerable compared with the private cloud 

[30]. The collected data from interview surveys, especially interviewees (A, C, H, and J), stated 

that the public cloud has a risk of theft of intellectual property to sensitive data by the cybersecurity 

attacker. However, the private cloud is more secure than other types of cloud computing.  

Along with all the security risks in cloud computing that addressed in previous studies, there 

are also security benefits that might cause enterprises to migrate into the cloud. Thus, according to 

an interview conducted with cloud providers from the Q6, they highlighted several security benefits 

as the following:  

 Cloud service providers offer an additional security feature based on cloud solutions such 

as (two-factor authentication). This feature can be easily enabled and deployed on the cloud 

service, as it is not available in on-premise environments. 

 It is the cloud provider's responsibility to secure the data; they provide several security 

features, for example; the provider can enable VPN to make sure only needed customers 

can access the data and limit them worldwide. 

 Providing extra security solutions for data protection, improve protection against DDoS 

attack, flexibility, and high availability. 
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 Enterprises can focus on securing their applications and using the various security tooling 

of the cloud and the considerable observability that is challenging to achieve on-premise. 

 The large cloud providers such as Amazon, Google, and Microsoft are investing heavily in 

securing their cloud data center and customer information. 

5.2.3.   Cloud Computing Deployment and Service Models 

To determine which deployment model is the best for the enterprises, in the interview 

survey, Q7 has been asked to the interviewee, and Q12 has been asked in the questionnaire survey. 

  

According to the market today and reference to the existing research, there are several types 

of cloud deployment models provided by cloud service providers such as Amazon, MS Azure, 

Google, and others [13]. All types of cloud deployment models are discussed in chapter three in 

detail. Public cloud always available to public users, cloud providers such as Amazon, or others 

selling the services to the consumers or enterprises. The recent research shows that the public cloud 

is better for individual users and small companies by concerning the cost and security; this is one 

of the subjects in the conducted survey in this research. Big enterprises always use a private cloud, 

managed and owned by them. This model has an overall control through their data and security 

because it is not public and has nothing to be shared with other companies. According to the latest 

studies, the private cloud is better for big companies [20]. From the conducted surveys, this research 

discovered the most commonly used cloud deployment model by enterprises and found out which 

one is the best for all enterprises. For example, according to the questionnaire result, all cloud types 

can be used by enterprises; however, most of them, 29 out of 56, agreed that the public cloud is the 

best choice for small enterprises. The private cloud is more suitable for medium enterprises, as for 

the big enterprises, 33 out of 56 are agreed that the hybrid cloud is the best option for them. 

 

From the interview result, interviewee (A) stated that small companies with non-sensitive 

data always will go with the public cloud. The medium and large companies will select the private 

cloud, which offers extra security for sensitive data. Moreover, interviewees (A and J) stated that 

selecting the deployment models depends on the companies requirements as each of them has 

different scenarios and requirements. It depends on serval factors such as cost, company strategy, 

current challenges, and future roadmap. Small and medium companies are very suited toward the 

public cloud model; simultaneously, large enterprises always favor the hybrid cloud models 

because of the flexibility and combination of operation savings and risk balance. 

The interviewee (I) stated that the public cloud is the way to go, and the private cloud 

means that businesses will have to over-provision their capacity and take care of layers of security. 

Moreover, due to emerging technologies that require ultra-low latencies (5G and IoT) rely on a 
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hybrid model with edge devices at locations closer to their users to secure lower latencies and 

ultimately integrate with the public cloud for functions that do not require the same latency 

requirements. 

 For the cloud service delivery, this thesis has asked a question in the questionnaire and 

another question in the interview to discover which services are most useful by enterprises. The 

previous research stated that cloud computing has three main services (SaaS, PaaS, and IaaS) 

offered to enterprises with different features and specifications [19]. All these services are presented 

and explained in detail in chapter three.  

This thesis discovered from the questionnaire that all types of enterprises could use the SaaS 

service; however, 36 out of 56 agreed that SaaS is the best choice for small enterprises. The PaaS 

service can be used by medium and big enterprises; however, most 30 out of 56 agreed that it is the 

best choice for medium-sized enterprises. The IaaS is not a good option for small enterprises; it can 

be used by both medium and big enterprises; however, 32 out of 56 respondents agreed that it is 

the best solution for large enterprises. 

 

5.3.   Comparison 

This thesis conducted two types of surveys to investigate the concerns that impact the 

enterprises regarding security and cost. Unlike previous researches, this research has discovered a 

comprehensive overview of the security benefit and cost risks. Moreover, an effort made to find 

out the best deployment and service models of cloud computing, discovering which of them is the 

best option to be used by the enterprises.  

According to existing researches, they argued that security is the main concern by 

enterprises [30]. However, this study discovered that security is the main concern and proposes 

how to mitigate this risk by collecting empirical data from the professional resources working in 

cloud provider companies. The author made a lot of effort to arrange two surveys to discover 

comprehensive information about cost and security. In addition, different from the previous studies, 

this thesis finds out the security benefits. The interviewees (A and B) argued that the cloud 

providers are offering several security features that do not exist in on-premise environments, such 

as dual-factor authentication security service. As presented in the result sections, the interviewees 

argued that if enterprises have a skilled security resource to analyze and control how to use the 

security features, they could benefit from the security services that cloud providers are offering, the 

providers are investing a lot in security technologies and services to secure customer data and 

assets. 

The previous researches explained that cost-benefit is the major factor that leads enterprises 

to adopt cloud computing. Still, they fail to address the cost risks that may face the enterprises and 
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spend more on the on-premise environment. This thesis discovered from the conducted interview 

that due to a lack of skilled resources and some hidden costs, a huge amount of services is 

considered cost risk. According to the interviewees' data, a good plan is required to analyze and 

evaluate the cost model for the services that enterprises need to use.   

Beside the cloud computing challenges, and different from previous studies, this thesis 

discussed the cloud computing deployment and service models in detail; it has discovered which 

deployment model is more suitable for SMB enterprises, finding out their features and services, 

even discovering each deployment model is more secure than the others and how it affects the 

enterprises. The same effort has been made for the service delivery models of cloud computing 

different from other studies.  

In this research, by collecting empirical findings through qualitative data from the 

interviewees in Q9, their suggestions on how to avoid the indicated risks on security explained and 

collected. For example; the interviewee (A, B, and D) suggested that enterprises need to select the 

cloud services based on their requirement, then doing proper analyzes and study before using the 

cloud service considering the main risks and concerns such as SLA, latency, security, performance, 

and having a skilled resource to evaluate the security and cost model. Furthermore, interviewee (J) 

suggested that the indicated cost and security risks could be reduced or optimized. The silver bullet 

for any organization when it comes to cloud adoption is having a strong IT governance model. 

Without governance, the cloud models' hidden costs and additional security or operations risks 

cannot be identified and addressed efficiently. The interviewee (H) suggesting that enterprises need 

to create a good plan before migrating into the cloud. Plan how to protect the data in transit, plan 

how to monitor the workload in the cloud. Sometimes enterprises should pay for additional 

solutions that will help to decrease cloud spending. Plan the way back to on-premise since 

sometimes the workload might not fit well on the cloud. A consistent infrastructure between the 

premises and the cloud will help a lot move solutions between clouds and the premises. 

Finally, this thesis investigated a comprehensive overview of cloud computing challenges 

that influence the enterprises regarding security and cost. Moreover, this thesis discovered the cost 

risk and security benefits. Also, find out the best cloud computing deployment and service models 

that suit the enterprises. The suggestion has been provided on the mentioned indicated issues that 

face enterprises when using cloud computing. 

 



6. CONCLUSIONS AND FUTURE WORK 

6.1.   Conclusion 

 

This thesis has studied the effects of cloud computing on enterprises concerning cost and 

security. The previous studies have demonstrated that the main challenge of cloud computing is 

cost-benefit, and the main concern is security risk. However, this research has discovered the risks 

related to the cost and some security advantages when enterprises use cloud computing. After 

conducting interviews with cloud providers and some operators, this research collected qualitative 

data to address the major challenges and concerns that enterprises are facing when migrating into 

a cloud environment. Moreover, this research has conducted a questionnaire and collected 

quantitative data from IT advisors based on their concerns while employing cloud computing in 

business. The main cost risk is the lack of skilled resources or administrators to understand the cost 

model. Balancing commitment-pricing models with pay as you go is essential to optimize the 

baseline running costs. Moreover, if the enterprises are not aware of the cloud vendor landscape 

and technologies and estimating the cost, they might be paying a lot on unnecessary licenses and 

hardware or software to host the public or private cloud. The security benefit is that the cloud 

providers are pushing the enterprises to use cloud computing by providing security levels and data 

encryption options that do not exist in on-premise environments. Cloud providers take care of the 

cloud's security, and they are responsible for security; they are investing deeply in securing their 

customer data and confidential information. Those large vendors have a very generous security 

budget and do not want to lose the customer faith in their services; hence, they invest a lot in 

security technologies and services to secure customer data and assets. 

 

This thesis finds out many implications related to cloud computing challenges; it has 

discovered how the main challenges influence the enterprises to adopt cloud computing in terms of 

security and cost. The cost-benefit is the primary concern by enterprises to migrate into cloud 

computing as it reduces the cost of hardware, staff, maintenance, operation, and data center. 

However, this research has also boiled down some cost-related risks, including the lack of skilled 

resources to evaluate the cloud services' cost model. This has been achieved through conducting 

interviews and questionnaires with cloud computing experts. Some businesses may not have 

enough skilled personnel to get the best out of cloud computing. This may lead to extra funds on 

unnecessary hardware or software to build the required cloud environment for their enterprise. As 

I mentioned previously, security is the biggest concern. Since the cloud environment connected 

over the internet, many security issues need to be concerned by enterprises, such as sharing 
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resources on the cloud, sensitive data, data protection, data privacy, data loss, malware infections, 

and attacks. According to the cloud experts' feedback in the interviews, the solution is that 

enterprises have to classify their data and do proper security controls to their data that needs to be 

hosted in the cloud. Moreover, having a skilled security consultant ensures that the cloud vendor is 

appropriately protecting their information and data. Besides, there are also security benefits when 

using cloud computing, such as cloud providers are offering best-of-breed security and best 

practices that require unattainable experience to be availed on-premise, for example, dual-factor 

authentication. 

 

This study states that each organization has a different scenario and work needs; therefore, 

the cloud deployment model is selected based on serval factors such as cost, company strategy, 

current challenges, and future roadmap. Commonly, the public cloud is the way to go, and it is a 

good option for small startup enterprises; however, it is not a good option in terms of security. On 

the other hand, the private cloud means that businesses will have to over-provision their capacity; 

it is the right choice for big enterprises as it is more secure for sensitive data. Moreover, most 

enterprises with sensitive data are using the hybrid cloud; for example, they are using the private 

cloud for sensitive data and data security. They need the public cloud for some features such as MS 

office 365 and Salesforce services. 

 

In addition, the primary cloud service models are SaaS, PaaS, and IaaS, and all these services 

are valid for all types of enterprises. However, according to the interview and questionnaire 

respondents, the SaaS can be used by SMB enterprises, and it is the right choice for small 

enterprises. The PaaS, which provides the platform and database, is usually used by a medium-

sized company. The IaaS is providing all computer resources to the customer, and it is more 

expensive than other services; thus, it is more used by big companies. 

 

Finally, cloud computing technology has a significant impact on enterprise companies. 

Cloud providers are pushing the enterprises to use cloud services by offering many services that 

may not be available in an on-premise environment. Enterprises need to consider the risks before 

migrating into the cloud; this will be done by evaluating the risks and having a good plan to reduce 

and optimize the risks. 

 

 

 

 



6.2.   Future Work 

 

The future research direction will focus on fog computing. Fog computing is a contemporary 

distributed computing concept extending from Cloud computing, which pushes the data analytics 

to the edge of a sensor network as far as possible. 

Fog computing has emerged because cloud computing is too far away from the point of 

origin. Due to having large amounts of data in the cloud, and the timing for transferring all these 

data will result in latency, and this is the primary concern by enterprises and unacceptable. It helps 

avoid performance bottleneck and data analytics latency at the central server of a Cloud. Current 

cloud solutions cannot accommodate analytic engines for efficiently processing big data. 

Several methods and algorithms are used to mine a large amount of data present in databases, 

data warehouses, and data repositories to explore data mining for fog computing using fog-engine. 

This technology currently a fascinating topic, and it is an innovation and extension of cloud 

computing technology.  
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APPENDICES 

APPENDIX- 1: A SAMPLE OF INTERVIEW QUESTIONS 

Table A1.1. Interview Questions 

 

No. Question Scope Research Objective & 

Justification 

Q1 Why do enterprises need to migrate into the cloud computing? 
To identify the challenges and the 

advantages of cloud computing 

Q2 
Before going to cloud computing, what are the essential things 

to be taken into concern by enterprises? 

To identify the main concerns and 

risks that face enterprises before 

going to cloud computing 

Q3 What are the cost advantages? 
To find out the benefits of using 

cloud computing by enterprises 

Q4 What are the cost risks? 
To find out the risks of the cost when 

using cloud services  

Q5 What are the security risks? 
To find out the security concern or 

risks that enterprises think about 

Q6 
What are the security benefits for enterprises to go for cloud 

computing? 

To discover the security benefits 

when using cloud services 

Q7 

Which type of deployment models (public cloud, private cloud, 

and hybrid cloud) are suitable for (small, medium, and large) 

enterprises? 

To find out which deployment model 

is fit all sized enterprises 

Q8 
Which type of service delivery models (IaaS, PaaS, and SaaS) 

are suitable for (small, medium, and large) enterprises? 

To discover the suitable cloud 

service model for all-sized 

enterprises 

Q9 
How indicated cost and security risks could be avoided? What is 

your suggestion? 

To collect the suggestion by cloud 

practitioners before adopt to cloud 
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APPENDIX- 2: SAMPLE OF QUESTIONNAIRE QUESTIONS 

 

Table A1.2.Questionnaire Survey Questions 

 

 

No. Questions Scope Research Objective & 

Justification 

Q1 What is your position level in your 

company/organization? 

 

 

 Senior 

 Middle 

 Junior 

Q2 Which type of cloud services your organization is 

using or you see suitable to use? 

To find out which service 

delivery models are used, the 

next question is to know how 

the migration process is done. 

 Software as a Service (SaaS) 

 Platform as a Service (PaaS) 

 Infrastructure as a Service (IaaS) 

Q3 Based on the answer to question (2), how is the 

application's migration to the cloud handled? 

To discover the migration 

process. 

 The migration to the cloud environment done by our 

internal technical resources 

 Our internal technical team, with help from a consultant, 

managed the migration 

 An outsider (consultant / outsourced company) was 

engaged to migrate the application 

Q4 Which solution do you suggest the most suitable for 

your organization according to cloud computing 

taxonomy? 

To find out which solution 

deployment is mostly used by 

enterprises. 

 Public Cloud 

 Private Cloud 

 Hybrid Cloud 

Q5 Do you agree or believe that adopting cloud 

technology by your company is a wise decision? 

To discover if using cloud 

computing by enterprises has 

become necessary.  Always 
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 Sometimes 

 Never 

Q6 Do you agree that cost-benefit is the biggest challenge 

that leads enterprises to migrate into cloud 

computing? 

To ensure that cost challenge 

is the primary concern to 

migrate into cloud computing. 

 Strongly Disagree 

 Slightly Disagree 

 Neutral 

 Slightly Agree    

 Strongly Agree 

Q7 Do you agree that security is the most concern for 

enterprises before going to cloud computing? 

To make sure that security 

risk is the main risk to think 

about before going to cloud 

computing. 

 Strongly Disagree 

 Slightly Disagree 

 Neutral 

 Slightly Agree    

 Strongly Agree 

Q8 Do you agree that using cloud technology is 

compatible with most aspects of the company’s work? 

To find out using cloud 

technology whether cloud 

technology is compatible with 

all part of the company’s 

work 

 Strongly Disagree 

 Slightly Disagree 

 Neutral 

 Slightly Agree    

 Strongly Agree 

Q9 Do you agree that cloud computing is a computing 

technology that used to minimize the cost of a 

company? 

To find out how cost affecting 

the enterprises for minimizing 

the cost. 

 Strongly Disagree 

 Slightly Disagree 

 Neutral 

 Slightly Agree    

 Strongly Agree 

Q10 Do you believe that using an application hosted in the 

cloud is much easier than when hosted in an on-

premise environment? 

To see how cloud services are 

easier to use than on-premise 

services. 
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 Strongly Disagree 

 Slightly Disagree 

 Neutral 

 Slightly Agree    

 Strongly Agree 

Q11 Which type of service delivery solutions are more 

suitable for all sized enterprises? 

To discover which service 

delivery models are most 

appropriate for enterprises to 

use. For example, to find SaaS 

service delivery is suitable for 

small, medium, or big 

enterprise. 

Q12 Which type of cloud computing models is more 

suitable for all sized enterprises? 

To discover which 

deployment models are most 

appropriate for enterprises to 

use. For example, to find a 

public cloud is suitable for 

small, medium, or big 

enterprise. 

Q13 In your opinion/experience, do you agree that below 

are the most cloud computing challenges that affect 

enterprises? 

1-Data Protection 

2-Data Security 

3-Cost Management  

4-Migration  

5-Compliance   

6-Business Continuity 

7-Lack of Expertise 

8-Multi Cloud Environment   

To find out most challenges of 

cloud computing challenges 

that affect enterprises. 

 Strongly Disagree 

 Slightly Disagree 

 Neutral 

 Slightly Agree    

 Strongly Agree 
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Q14 The essential positive reasons that enterprises adopt 

to cloud computing are the following. Please rank 

from 1 to 5, with 1 being the least important and 5 

being the most important. 

1-Cost benefits 

2-Business Continuity 

3-Flexibility and scalability 

4-Increasing computing capacity and business 

performance 

5-Adding redundancy to increase availability and 

resilience 

6-Diversification of IT systems 

7-Local and global optimization of IT infrastructure 

through automated management of virtual machines 

8- IT Spending 

To discover the most reason 

that leads the enterprises to 

adopt cloud computing. 

 1 

 2 

 3 

 4 

 5 

Q15 The main concerns by enterprises before migrating to 

cloud computing are listed below. Please rank from 1 

to 5, with 1 being the least important and 5 being the 

most important. 

1- Security 

2- Availability of Data/Services 

3- Privacy 

4- Loss of control 

5-Lack of skilled resources 

6-Lack of knowledge 

7-Losing the investment 

8-No guaranteed SLA 

9-Migration processes 

10-Government regulation 

To find out the most 

concerning point that makes 

enterprises to think about 

before going to cloud 

computing. 

 1 



86 

 2 

 3 

 4 

 5 

Q16 According to your experience/opinion, do you agree 

on the main security risks when adopt into the cloud 

computing area are below risks? 

1- Loss of data/Data leakage 

2-Integrity of services or data 

3-Confidentiality of corporate data 

4-Malicious attacks (DDoS Attack) 

5-Data Privacy 

6-Malware infection (Phishing Attack) 

To find out the main security 

risks that affect enterprises. 

 Strongly Disagree 

 Slightly Disagree 

 Neutral 

 Slightly Agree    

 Strongly Agree 

Q17 What did or does your organization view as the most 

important benefits of cloud computing? Please 

specify the below factors and give your feedback. 

1- Reduce Operational Cost 

2- Management and Administrative 

3- Maintenance 

4- Reduce Hardware Cost 

5- Reduce Staff 

6- Reduce Data Center Cost 

7- IT Spending 

To find out the primary cost 

advantages that affect 

enterprises to go for cloud 

services. 

 Strongly Disagree 

 Slightly Disagree 

 Neutral 

 Slightly Agree    

 Strongly Agree 
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APPENDIX- 3: A SAMPLE OF INTERVIEWEE ANSWER  

A sample of the answered interview questions by an IT consultant of a cloud service provider: 

 

Q1/ Why enterprises need to migrate into cloud computing? 

Answer: From my interview with several security directors and managers, most of the reasons 

behind migration come from the operation and executive sides. The SMB and Enterprise companies 

started to face enormous challenges regarding different technologies being utilized inside their 

companies and all the overheads that come from those other technologies. The maintenance and 

operation cost of on-premise technologies is increasing rapidly, while the talents needed to manage 

those technologies are scarce and expensive. Migration to cloud computing can solve SMB and 

enterprise problems such as the cost problem and technology management problem. The security 

directors are always concerned with the migration efforts to the off-premise cloud because of the 

inherent risk of hosting your data and system on an external cloud vendor. 

 

Q2/ Before going to cloud computing, what are the essential things to be taken into concern by 

Enterprises? 

Answer: From an operation point of view, the total cost of ownership of on-premise technology 

needs to be evaluated against hosting the system or application on a cloud vendor. The second 

factor is always security; what methods should be secured when it is hosted on the cloud and how 

it is going to be done from a technical and operational point of view. The third factor is the liability 

when it comes to dividing the legal responsibilities between the cloud vendor and the customer. 

 

Q3/ What are the cost advantages?  

Answer: The cost advantages of cloud hosting can be around saving in the long term of the total 

cost of a specific technology or system ownership. Saving comes from not investing upfront and 

treat all investment as an operating cost. Operation costs can be easily controlled and fine-tuned 

compared to CAPEX sort of assets.  

 

Q4/ What are the cost risks?  

Answer: If the enterprise customer is not aware of the cloud vendor landscape and technologies, 

he might be paying a lot on unneeded licenses and hardware or software to host his public or private 

cloud. The optimization of the cost versus performance is always a challenge. Performance 

monitoring and optimization can save a lot of money when utilizing a pay-as-you-go kind of 

license. 
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Q5/ What are the security risks? 

Answer: The main risk of an external cloud vendor is how it will secure the customer data and how 

the customer makes sure that the cloud vendor is appropriately protecting his information. The 

second risk is the lack of visibility because the cloud vendor either does not have the visibility tool 

to give them to their customers or operate in a black-box style due to legal and geopolitical 

restrictions. From the point of customer due diligence, it is crucial that the customer can classify 

his data in order to assign the proper security controls to the data that shall be hosted on an external 

cloud vendor. 

 

Q6/ What are the security benefits for enterprises to go for the cloud? 

Answer: Individual SMB enterprises (less than 2000 users) typically do not have the proper budget 

to secure or control their important assets; thus, cloud for them is the favored option. The large 

cloud providers such as Amazon, Google, and Microsoft are investing heavily in securing their 

cloud data center and customer information. Those large vendors have a very generous security 

budget and do not want to lose the customer faith in their services; hence, they invest a lot in 

security technologies and services to secure customer data and assets. 

 

Q7/ Which type of deployment models (Public Cloud, Private Cloud) is suitable for (Small, 

Medium, Large) Enterprises. 

Answer: Each organization has a different scenario and work needs. The cloud deployment model 

is selected based on serval factors such as cost, company strategy, current challenges, and future 

roadmap. Small and medium companies are very suited toward the public cloud model, while large 

enterprises always favor the hybrid cloud models because of the flexibility and combination of 

operation savings and risk balance. 

 

Q8/ Which type of service delivery models (IaaS, PaaS, SaaS) is suitable for (Small, Medium, 

Large) Enterprises. 

Answer: Like my previous answers, there are many factors to help the customer to make up their 

mind on related to which models are the best. IaaS and PaaS are ideal options for large customers. 

A SaaS is favored by SMB business because of its flexibility and added benefit. Large enterprises 

can adopt different models depending on their needs and future business plans. 

 

Q9/ How indicated cost and security risks could be avoided? What is your suggestion? 

Answer: Cost and security risks cannot be avoided; however, it can be reduced or optimized. The 

silver bullet for any organization when it comes to cloud adoption is having a robust IT 

governance model. Governance helps organizations plan correctly for any initiative such as cloud 

adoption and execute that plan in a managed and monitored way. Without governance, the hidden 



89 

costs of the cloud models, and additional security or operations risks cannot be identified and 

addressed in an efficient manner.  
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